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ANNOUNCEMENT 
  

  Athens, 02 December 2025 

 

 

Misleading posts and fraudulent profiles on social media and messaging apps. 

 

The Hellenic Capital Market Commission informs investors that, according to reports and 

information brought to its attention, unknown persons have created fraudulent groups and 

profiles on social media platforms and messaging applications illegally using personal 

information and photographs of actual persons, without their consent, knowledge or 

participation, to have such persons falsely and misleadingly appear (as members of domestic 

or foreign investment companies) to invite users to join messaging applications or social 

media groups and receive investment advice on stocks and crypto-assets promising 

excessive returns.  

The above attempts to defraud (AI-generated videos - deepfakes, identity theft) give the 

impression, with fraudulent intent, that a legal or official body or representative thereof 

encourages potential investors to engage in activities or actions, such as making investments 

in specific financial instruments and crypto-assets, for the purpose of enabling fraudsters to 

steal personal data, bank account passwords, and funds. The frequency of such frauds is 

increasing. 

 

Note that according to Law 4514/2018, the provision of investment services and the exercise 

of investment activities without authorisation from the Hellenic Capital Market Commission 

or the corresponding supervisory authority of another EU Member State constitutes an 

offence punishable by criminal and administrative sanctions. 

 

The Hellenic Capital Market Commission recommends that investors exercise extreme 

caution, perform transactions only through official and verified communication channels, 

verify whether such companies are authorised, by visiting the website of the Hellenic 

Capital Market Commission or of the corresponding supervisory authorities of other EU 

Member States, and not disclose any personal information (i.e. identity details, telephone 
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numbers, email addresses, bank account and debit or credit card numbers, etc.) to unknown 

persons, and under no circumstances send any money.  
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