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1 SmartTrust Personal — Web Signer

1.1 Eicaywyn

O SmartTrust Personal €ival éva 1Tpoidv TTou @Eépvel TNV ac@AAgla, TV
Xprion smart cards KaBwg Kal IKAVOTNTA XProNS Yn@IOKWY TTIOTOTTOINTIKWY O€
“standard” Internet software.

To 1010 ONPavTIKOG component Tou Personal civai o WEB Signer. O
WebSigner cival éva browser add-on Ttou emtpétrel T xprion Digital
Signature o¢ omAO Kkeigevo kabBwg kal oe apxeia. Mrtopei e va
xpnoiyotroinBei Téoo pe Internet Explorer 6oo kai ye Netscape Navigator.

1.2 Ymoypagn armAou Keiuévou

1.2.1 Napadeiypata evepyorroinong

O WebSigner 6a evepyotroinBei péow TTApaAUETPWY O Mia oeAida
HTML. To pépog Tng uttoypa®ng atrAou keipévou Tou WebSigner Ba «TpEger»
oav embedded plug- in ; ActiveX otav evepyotroin®ei amrd tov TUTTOo MIME
«text/ x- text- to- sign». O1 TTAPAPETPOI PTTOPOUV va TrEpAcouv oto HTML
xpnoigotroiwvrtag Ta <EMBED> ) <OBJECT> tags.

Mpoooxr: OAeg ol TapaueTpol £ival “case sensitive”

Mapdadelyua evepyoTroinong Tou plugin yia utroypa@r] atrAoU KEIPEVOU:
<EMBED

src=" DataToSign. sgn”

Height=" 100" Width=" 100"

TYPE="text/ x- text- to- sign"

WSXName=" MySignedData’

WSXAction=" http:// www. SmartTrustTech. conV cgi/ scrptl.exe"
WSXFormat=" PKCS7SIGNED"

WSXView=" ShowData">

Mapdadelyupa evepyotroinong Tou ActiveX yia utroypa@r] atrAou KeINEVOU:
<OBJECT CLASSID=" CLSID: 8AC8A833- 2FOF- 11D5- 845D- 0050DA2DEES6"
HEIGHT=" 100" WIDTH=" 100">

<PARAM NAME=" SRC" VALUE=" DataToSign. sgn">

<PARAM NAME="TYPE" VALUE=" text/ x- text- to- sign">

<PARAM NAME=" WSXName" VALUE=" MySignedData">

<PARAM NAME=" WSXAction" VALUE=" http:// www. SmartTrustTech. com/
cgi/ scrptl.exe’>



<PARAM NAME=" WSXFormat" VALUE=" PKCS7SIGNED">
<PARAM NAME=" WSXView" VALUE=" ShowData"'>
</ OBJECT>

Mapdadelyua yia Tnv evepyoTroinon €ite Tou plugin €ite Tou ActiveX:
<script language=" VBScript">

Function ControlExists( objectI D)

on error resume next

ControlExists = 1sObject( CreateObject( objectI D))
End Function

</ script>

<script Language=" JavaScript">
var plugin
var explorer

/I Check Browser Type
if( navigator. appName. indexOf(" Explorer”)==- 1) {

// Browser is not Explorer

explorer = false

plugin = navigator. mimeTypeq" text/ x- text- to- sign"] }
else{

// Browser is Explorer

explorer = true

plugin = |ControlExists(" AWebSigner. WebSignerCtl")

}

if (plugin) {
document. writeln("< EMBED SRC= 'DataToSign. sgn™)
document. writeln(" TY PE= text/ x- text- to- sign")
document. writeln(" Height= "100" Width="100"")
document. writeln(" WSXName= "MySignedData")

document. writeln(" WSXAction="http:// www. SmartTrustTech. com/

cgi/ scrptl. exe™)

document. writeln(" WSXFormat="PKCS7SIGNED")
document. writeln(" WSXView= 'ShowData>") }
elseif (explorer) {

document. writeln("< OBJECT CLASSID="CLSID: 8AC8A833-

2FOF- 11D5- 845D- 0050DA2DEES6™")
document. writeln(" HEIGHT="100' WIDTH="100>")

document. writeln("< PARAM NAME='SRC' VALUE= 'DataT oSign.

sgn'>")

document. writeln("< PARAM NAME= TYPE' VALUE= 'text/ x-

text- to- sign>")

document. writeln("< PARAM NAME="WSXName' VALUE=

'MySignedData>")



document. writeln("< PARAM NAME= "WSXAction' VALUE=
‘http:// www. SmartTrustTech. conV cgi/ scrptl. exe>")
document. writeln("< PARAM NAME= "WSXFormat' VALUE=
'PKCS7SIGNED">")

document. writeln("< PARAM NAME= "WSXView' VALUE=
'ShowData>")

document. writeln("</ OBJECT>") }

alert(" Please install Websigner for this browser")

</ script>

1.2.2 Neprypaen NMNapapéTpwyv

SRC: Kabopiel To TpEXWV apXEIO TTOU TTEPIEXEI TA DEDOUEVA TTPOG UTTOYPA®PH.
Ta dedopéva TTpéTTel va oTaAoUv w¢ 'text/ x- text- to- sign' atrd Tov server.
Mrtropei va xpnoigotroinBei eite n mapduetpo SRC eite n WSXDataToSign.
Edv kal o1 dUo TTapdueTPOol XPNOIUOTTOIOUVTAl TOTE XPNOIMOTTOIEITAl TTAVTA N
WSXDataToSign

TYPE: H mmapduetpo autr) TTRETTEI va €xEl TTAvTa Tiun ‘text/ x- text- to- sign'.
(Ymmoxpewrikn)

Height and Width: OpiCouv 10 péyebog Tou WebSigner yéoa oTtov browser.
(Ymmoxpewrikn)

WSXName: OpiCel To évopa Ttou HTML form field tmou Ba Trepiéxel Ta
uttoyeypapuéva dedouéva Tou Ba otalouv atmd Ttov WebSigner. H WSXName
gival TTpoalPeTIKA TTapdueTpo. Edv dev xpnoiuotroinbei 161e TTaipvel Tnv default
TINA “SignedData”.

WSXAction: OpiCel To URL oT1o omoio o WebSigner Ba orteiAel Ta
uttoyeypapuéva dedouéva. (Ymoxpewrikn)

WSXFormat: (llpoaiperik)) OpiCel TR HOPOH  TwV  UTTOYEYPOAUMEVWV
oedopévwy. Authy TNV OTIydRp uttooTtnpifetal pévo o TUmog PKCS #7
UTTOYEYPANPEVWY dedopévwy. MeTd Tn dnuioupyia Tng, n utroypaery Ba
«pop@oTroinBei pe URL-encode yia va otaAei oav oTtoixeio yiag WEB form. H
Tiy “PKCS7SIGNED” opiCel autl akpiBwg Tn poper. [MpoaipeTikd, Ta
0edopEVA UTTOPOUV VA TTEPIEXOVTAI OTNV UTTOYPA®Pr], XPNOIMOTTIOIWVTAG TNV
Tiu "PKCS7SIGNED _ Attached” (idio pe 10 «<PKCS7SIGNED»), 1 va pnv
mepIEXovTal, xpnoigotroiwvtag tnv Tiu "PKCS7SIGNED_ Detached". H
TTOPAPETPOG QUTH €ival TTPOAIPETIKY KAl £€av TTAPAANPOEI XPNOIYOTTOIEITAlI TO
“PKCS7SIGNED __ Detached”.

WSXView: (lNpoaipetikn) OpiCel Tolo atrd 1a 2 meava signature dialog boxes
Ba gugavioTouv yia TNV uttoypar. H TiuA “HideData” éxel oav atmmotéAeopa o



WebSigner va evepyotroijoel €va pikpd dialog box 61ToU T TTPOG UTTOYPOPN
oedopéva UTTOpoUV va «EIdwOoUv» oe éva AGAo EexwploTd dialog box. H
TTOPAPETPOG aUTA ival TTpoalpeTIKA Kal n default Tiun cival “ShowData”.

WSXDataToSign H Tiyfi NG TTOpAPETPOU TTPETTEI va TTEPIEXEI TA TTPOG
uttoypany dedopéva. MNa va UTTopEcEl O XOPaKTHPAG newline va OOUAEWEI
owoTd, Ta TPOog uttoypapry oedopéva TtpEtel va ecival URL-encoded. O
WebSigner Ba atmmodIkoTroinoel To yuvnua, 8a 1o eueaviosl oTo TTapabupo TG
uTTOYPa®NG Kal Ba UTToypAWEl TO ATTOKWOIKOTTOINUEVO puvnua. Mrropei va
xpnoiyotroinBei eite n Tapauetpo SRC €ite n WSXDataToSign. Edv kai ol
OUO TTOPAPETPOI  XPNOIMOTTOIOUVTal  TOTE  XPNOIUOTIOIEITAlI  TTAVTA N
WSXDataToSign

WSXDataReturnName : (lpoaipetikr)) OpiCel 10 Gvopa Tou HTML form field
TTou Ba TrepIExEl Ta avuttoypaga Oedopéva TTou Ba oTaAouv atmd Tov
WebSigner. Eav mapaAn@0ei, Ta avuttoypaga dedopéva dev Ba oTalouv.

WSXButtonName: (llpoaiperiki) H  TapdueTpog autl  PTTOpPEl  va
xpnoiyotroinBei €101 wote o WebSigner va eug@avioel éva OUYKEKPIPEVO
povnua avti yia o WebSigner logo. Mapdadeiypa: “MeoTe yia utroypaen...”. To
pEyeBOG Tou button Tou WebSigner augopeiveTal €101 WOTE VO XWPECEI TO
KEIUEVO TNG TTAPAUETPOU.

WSXWindow: (lpoaiperikn) OpiCel TO Gvoua Tou «TrapdBupou» i Tou frame
OTO OTT0i0 Ba eu@avIoTEl N «aTTOKPIoN» Tou web server petd To HTML post
Tou WebSigner.. Eav TapaAnBsi , xpnoiygoTtroigital To mapddupo, () frame),
OTO OTT0i0 evepyoTToINOnke kal o WebSigner, 1rx., “_ self”.

Note: H Trapduerpo auth e€ival UTTOXPEWTIKA yia browser Netscape
Communicator 4. x kar MS Internet Explorer 4. x.

WSXBase64 (lNpoaiperik) OpiCel €dv n Trapayouevn utroypa@ry Ba eival
base64 encoded Ttrpiv yivel URL- encoded, (Tiui yia QuTh Tnv TTEQITITWON
“YES”.) Eav n TTapdueTpog TapaAn®Bei 1o1e Aaupaveral n default tiuf “NO”.

WSXCustomBitmapURL: (lpoaiperikn) Maipver oav Tiun éva URL 1ToU Opicel
éva Windows bitmap apxeio eikévag, (. bmp). H eikéva autr) Ba ep@avioTei 010
TAVW PEPOG TOU TTapaBupou uttoypa@ns Tou WebSigner. To pé€yioto péyebog
TNG €IkOva gival:TAaTog 390 pixels kal upog 50 pixels.

WSXIncludeCSSD: Xpnoipotroiital yévo pe tnv Oberthur GalactlC smart
card. Auvartég TIgEG ival o1 "true” kai "false” (default = false). 21éAvel pia véa
MeTABANTA "CSSD" otnv atrdvrnon. H niyA g gival URL encoded CSSD atro
TV smart card. H 1y ¢ eival base64 encoded e€dv n TTAPAPETPOG
WSXBaseb64 éxel Tnv TIUA “true”.

WSXIncludeCaCert: AuvaTtég TiéG ival ol "true” kail "false” (default = false).
2€ TTEPITITWON TTOU €XEI TNV TIUA "true" 8a cupuTTEPIANYBEI OTNV UTTOYPAPL KAl
10 CA TTIOTOTTOINTIKO TTOU BPIioKETAI OTNV KAPTA (€AV AUTO gival 10B£01U0).



1.2.3 XpARon Tou ActiveX control

O WebSigner utropei va xpnoigotroinBei kal ye mn xprion ActiveX. 2¢
QUTA TNV TIEPITITWON TIéPA ATTO TIG TTAPAUETPOUG TTOU  MUTTOPOUV  vd
xpnoigotroinBouv otn dAAwon Tou ActiveX PTTOPOUV va XpNoIPoTToInBouv
kal 3 yéBodoi Tou control:

SetBuffer : O¢frel Ta dedopéva TIpog utroypa@r (OTTwg n
TapapeTrpo WSXDataToSign)

SetAction : O¢étrer to URL o010 oOT0i0 B6a oTaAouv TO
uttoyeypapuéva dedopéva (0TTwg n Trapdaperpo WSXAction)
Sign() : epoavitel To TTapdBupo utToypaPrig OedouEVWV N
Sign(signBuffer as string) 6mmwg Trapatmrdvw aAAd B€tovrag atr’
eubciag Ta TTPOG uTtoypa@r] dedopéva  (XWPIiS Xpnon Tng
SetBuffer)

1.2.3.1 NMapadsiypa

<html>
<head>
<title>Smart Trust WebSigner invoked using activeX</title>
<OBJECT CLASSID=CLSID:8AC8A833-2F0F-11D5-845D-0050DA2DEES6
id="web_signer_button" style="LEFT: Opx; TOP: Opx" VIEWASTEXT>
<PARAM NAME="TYPE" VALUE="text/x-text-to-sign">
<PARAM NAME="WSXDataReturnName" VALUE="TheUnsignedData'>
<PARAM NAME="WSXName" VALUE="TheSignedData'>
<PARAM NAME="Hidden" VALUE=false>
<PARAM NAME="WSXBase64" VALUE="YES"'>
<PARAM NAME="WSXAction" VALUE="sendback_integration_2.asp">
<PARAM NAME="WSX CustomBitmapURL"
VALUE="http://webasyk/Smart TrusDemo/images/setup_visionSmall.BMP'"'>
</object>
<SCRIPT ID=clientEventHandlersvVBS LANGUAGE=vbscript>
<l--
Sub buttonl_onclick
buttonl.disabled = true
web_signer_button.SetAction("sendback _integration_2.asp")
web_signer_button.SetBuffer("this are the data to be signed")
web_signer_button.Sign
buttonl.disabled = false
End Sub
-->
</SCRIPT>
</head>
<body bgcolor=#D8DFF1>
<center>
<INPUT type="button" value="Button" id=buttonl name=button1>
</center></body></html>



http://webasyk/SmartTrustDemo/images/setup_visionSmall.BMP

1.2.4 Java Scripting

O WebSigner ptropei va evepyotroinBei kai ye xprion JavaScript
Baoiopévn otnv TexvoAloyia LiveConnect (povo oe Netscape browsers). H
TexvoAoyia LiveConnect @€pvel padi plug- ins, Java applets, kair JavaScript
TTPOYPAUMATA KAl TTAPEXEl ETTIKOIVWVIA PETALU Twv 3 TTapatrdvw software
modules emTpéTToviag daueon Tpooacn o€ peBOGdOUG TOUG.

1.2.4.1 Attributes

To avTikeipevo uttoypa®nig dedouévwy €xel 2 attributes:

DataBuffer MNepiéxel Ta mpog uttoypa®r dedopéva.
SignatureBuffer TTepiExel TNV UTTOYPAPN)

Note: Ta dedopéva Twv TTapatTdvw attributes XpnoIMOTTOIOUVTAl €0WTEPIKA
OTO QVTIKEIMEVO KAl OEV PTTOPEITE VA TA XPNOIUTTOTTOINCETE TTAPA POVO HE TIG
TTOPAKATW PEBSDOUG.

1.2.4.2 Methods

void SetBuffer( String signBuffer) O&tel Ta dedopéva TTPOG UTTOYPAPN
(6mmwg n TTapapeTpo WSXDataToSign)
int Sign()epgavicel To TTapddupo UTToyPAPAG BESOUEVWV

int Sign( String signBuffer) O1 2 mrapatmrdvw methods ouvdIaouEVEG.
2nueiwon: Ze browser Netscape 6.1, n yé6odog ovopddletal SignBuffer

void SetAction( String szAction) ©¢tel To URL oT0 o110io 6a oTaAOUV TO
uttoyeypapuéva dedopéva (0TTwg n Trapdaperpo WSXAction)

1.2.4.3 MNMapadsiypa

<HTML>

<META HTTP- EQUIV=" Cache- Control" CONTENT=" no cache">

<META HTTP- EQUIV=" Pragma' CONTENT=" no cache"> <center> <h1> Testa
script</ h1>

<embed

src=" DataToSign.sgn”

type=" text/ x- text- to- sign"

Width= 120 Height= 50

Name="Signer"

WSXName="MySignedData"

WSXAction="http:// www.SmartTrusttech.comy/scripts/Smart Trustscrl.exe"
WSXView=" HideData"'>



http://www.SmartTrusttech.com/scripts/SmartTrustscr1.exe

<script>
function doSignature( theBuffer) {
document.Signer.SetBuffer(theBuffer);
document.Signer.Sign();
}

</ script>

<form name= form1> Native test put data here:
<input type= text name= DataT oSign size= 50>
<input type= button value=" Click to test"
onclick="doSignature( document. forml.DataToSign. value) ">
</ form>

</ center> </ HTML>

1.3 TllepiBaAAov avamruéng kai xpnong

Aeiroupyikd 2uotnua: MS Windows 95, 98, ME, NT 4.0, 2000, XP
Mpdéypappa MAorRynong: MS Inernet Explorer 4.X kai dvw, Netscape
Communicator 4.X ka1 dvw.



2 MSCAPICOMSigner.OCX

2.1 Eiocaywyn

To MSCAPICOMSigner.OCX atroteAei wrapper mavw oto CAPICOM o¢
popory ACTIVEX control. Avatrtuxonke atrd tnv AZYK kai TrTapéxel éva TToAU
atrAoikd API yia Tn dnuioupyia yn@eiakwy uttoypa@wy. XpnoIhoTTolEiTal yia
TN Onuioupyia WNEIOKWY UTToypa@wy TTavw o€ aTtAd  Keigevo. To
MSCAPICOMSigner.OCX T1rpoUTTo0étel TNV UTTAPEN  EYKATECTNUEVOU
PERSONAL vyar 1n Onuioupyia UTTOYPO@WY QTTO  TTICTOTTOINTIKA  TTOU
BpiokovTal o€ smart cards.

2.2 Programming Interface

2.2.1 Methods

UseOnlyHERMESCertificates

Visibility:public

Return Type Expression: Boolean

Informs the control to use only HERMES Certificates or not. Returns
always true.

€g

Dim ret as boolean

ret = MSCAPICOMSignerV2.UseOnlyHERMESCertificates(True)

Parameters

aValue

Type Expression: Boolean

Kind: in

DefaultValue: False

True - means use only HERMES Certificates.
False - means use all valid certificates

ViewData

Visibility: public

Return Type Expression: Boolean

Informs the control to show tha data before the signature creation or
not.Returns always true

€g

Dim ret as boolean

ret = MSCAPICOMSignerV2.ViewData(True)
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Parameters

aValue

Type Expression: Boolean

Kind: in

True - means show data before signature creation False - means
do not show data.

Sign

Visibility: public

Return Type Expression: Byte

Signs the given data.

Returns 1 in case of success, 0 in case of failure

€g

Dim ret as byte

ret = MSCAPICOMSignerV2.Sign("data_to_be_signed")

Parameters

UnsignedData

Type Expression: String

Kind: in

contains the clear data that will be signed

2.2.2 Properties

SignedData

Visibility: public

Return Type Expression: String
PROPERTY (READ ONLY).

Returns a string that contains the signature.
€g

dim s as string

s = MSCAPICOMSignerV2.SignedData

ErrMessage

Visibility: public

Return Type Expression: String

PROPERTY (READ ONLY)

Returns a string that contains the error that occured durnig the
signature creation.

€g

dim s as string

s = MSCAPICOMSignerV2.ErrMessage

11



OCXVersion

Visibility:public

Return Type Expression:String

PROPERTY (READ ONLY)

Returns a string that contains version of the control
€g

dim s as string

s = MSCAPICOMSignerV2.0CXVersion

2.3 lapadsiyua (visual basic)

Dim ret As Boolean
Dim ClearData as string

ClearData = “Some Data To Sign”

‘c is the name of the MSCAPICOMSIGNER.OCX CONTROL.

Msgbox c.OCXVersion ‘inrmation only

‘use only HERME certificates

Ret = c.UseOnlyHERMESCertificates (True)
‘View data before signing

Ret = c.ViewData(True)

If c.Sign(ClearData) = 1 Then
Msgbox c.SignedData
Else
MsgBox c.ErrMessage
End If

12



3 SmartTrust Servant — AsykCVPCom.dll (Ekdoon
1.1)

3.1 lsvika

To SECURITY CENTER ¢ival pia e@apuoyr HEow TNG OTToi0G PTTOPEI
va eAeyxBei n eykupdTNTA €vOG TTICTOTTOINTIKOU 1 KAl PIAG WNQIOKNG

UTTOYPa@NG.

Mia TpiTn €@appoyn yia va «piAnoer» pe 1o SECURITY CENTER
mpétrel va xpnoiyotroifoel To CVP (Certificate Verification Protocol). To
CVP givai éva €di1kou TUTTOU text-based TCP/ IP TTpwTOKOAO.

Me 10 CVP n 1piTn €@apuoyn (client) ytropei va oTeiAEl epwTAPATA KAl
va AdBel ammaviAoelig armmd Tov Servant OXETIKA HPE TNV €yKUpOTNTA
WYNPIAKWYV TTICTOTTOINTIKWY KAl UTTOYPOQWV.

H e@apuoyn client ptropei va ¢ntroel omroiddnTrote ocuvdiaoud atmod
TOUG TTAPOKATW EAEYXOUG YIA £Va TTIOTOTTOINTIKG:

Time validity
Signature verification
Certificate revocation

O1 éAgyxol TTpayuaToTTOIOUVTAl JE TNV TTAPATTAVW O€lpd. H digpyaoia
eAéyxou oTapatdsl HOANIG UTTAPEEI TO TTPWTO ApVNTIKO aTTOTEAEOUA 1 OTavV

OAOKANPWOEI.
Time | Signature | CRL? Result
valid? Valid?
NAI NAI OXI EFKYPO
NAI NAI NAI REVOKED
NAI OXI (--) AKYPO
OXI (--) (--) AHTMENO

Edv dev {nTnOci éAeyxog time validity check, 161e 0 xpOvog eykupdTNTAG
AoyiCeTal wg €ykupog. Edv dev {nTnb¢i signature verification, 16T n uTTOYPAPN
AoyiCeTal wg éykupn. Edv dev nTnBei EAeyx0G yIa TO €AV TO TTIOTOTTOINTIKO OEV
gival akupo (dev avrkelr oe CRL — Certificate Revocation List), 10T€
TOTOTTOINTIKG BewpeiTal OTI BV £XEI AKUPWOEI.

Note: Eav dev {nTnOci kavévag EAeyxog TOTE TO aTToTEAECUA Ba gival
TTAvTa OETIKO.
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3.2 AsykCVPCom.dll

MNa tnv emkoivwvia pe Tov SERVANT  dnuioupynBnke éva ActiveX dll
10U UAoTTolgi To CVP 1TpwTtokoAo. To dil uhotroinbnke pe xprion MS J++ (atrd
N SMART TRUST), Tapéxel 0 éva o @IAIKO interface (methods kai
properties) yia etmikoivwvia pe Tov SERVANT.

3.2.1 Properties

Cert: : (Read Only - string) EmOTpEQEl TO TTEPIEXOPEVO TOU WNQPIAKOU
TMOTOTTOINTIKOU

Certlssuer :(Read Only - string) EmOTpE@el TOv €KOOTN TOU WnN@IAKOU
TMOTOTTOINTIKOU

CertResult : (Read Only - string) EoTpé@el TO aTTOTEAECUA TOU EAEYXOU TOU
wneiakou toTotroIiNTIKoU (NNN xxxxxx X 200 OK)

CertSerialNumber : (Read Only - string) EmoTpépel 10 serial number Tou
WYNQIOKOU TTIOTOTTOINTIKOU

CertSubjAltName : (Read Only - string) EmoTtpégel T0 Alternate Name Tou
WYNQIOKOU TTIOTOTTOINTIKOU

CertSubject : (Read Only - string) Emmiotpégel Tov «KUplo» Tou Wn@lakou
TMOTOTTOINTIKOU

CertSubjectSerial : (Read Only - string) EmoTpégpel To Subject Serial edio
TOU Yn®IoKoU TTIOTOTTOINTIKOU

CertValidFrom : (Read Only - string) ETNIOTpEQEl TNV EVAPKTAPIA NUEPOMPNViIQ
I0XUG TOU WN@IAaKoU TTIOTOTTOINTIKOU (0€ pop®r 1T 2002-10-26 10:21:24 GMT)
CertValidTo : (Read Only - string) ETIOTPE@EI TNV KATAAUTIKA NUEPOMNVia
I0XUG TOU WN@IAaKoU TTIOTOTTOINTIKOU (0€ pop®r 1T 2002-10-26 10:21:24 GMT)
Message : (Read Only - string) EmioTpégel Ta «kabapd» dedopéva atro Tnv
YN@IaKr UTToypa®n.

pkcs7Result : (Read Only - string) ETTIOTpEPEI TO ATTOTEAEOUA TOU €AEyXOU
ToUu Yn@lakou trioTotroIiNTIKoU oTn Hop@r] (NNN xxxxxX 1T 200 OK)

3.2.2 Methods

CollectCertData(Certificate as string): (Boolean) Aéxetal cav TTOPAPETPO TA
doedopéva evog wneiakou TrioTotroiNTikou - Certificate as string - yia va
MTTOpécOUV va e¢axbouv atrd autd Ta ETTINEPOUG TTEDIA TOU KOBWG Kal va
e€aKpIBWOEi N eykupdTNTA TOU. ETTIOTPEQEI true o€ TTEPITITWON TTOU N KANOoN
TNG NTAV ETTITUXNG, false o€ avTiBeTn TTEPITTTWON.

collectPkcs7Data (TheSignedData as string): (Boolean) Aéxetai oav
TTOPAPETPO Ta dedOMEVA MIOG YnPIOKAG uttoypa®ns - TheSignedData as
string — yia va Ptrop€oouv va gaxBouv atrd autd To Yn@Iokd TTICTOTTOINTIKO,
Ta KkaBapd (avuttoyaypaga) oecdopéva KABwWG Kal va dIammoTwoEl n
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EYKUPOTNTA TNG UTTOYPOYNG. ETTIOTPEPEI true o€ TTEPITITWON TTOU N KARON TNG
ATav emTUXNG, false o€ avtiBeTn TepiTTTWON.

getCert(): (String) Omrwg ka1 n property Cert

getCertlssuer(): (String) Otrwg kai n property Certissuer

getCertResult(): (String) Otrwg ka1 n property CertResult
getCertSerialNumber(): (String) Omrwg kai n property CertSerialNumber
getCertSubjAltName(): (String) Omrwg kai n property CertSubjAltName
getCertSubject(): (String) Otrwg kai n property CertSubject
getCertSubjectSerial(): (String) O1rwg kai n property CertSubjectSerial
getCertValidFrom(): (String) Otrwg ka1 n property CertValidFrom
getCertValidTo(): (String) Otrwg kai n property CertValidTo

getMessage(): (String) Omwg ka1 n property Message

getPkcs7Result: (String) Otrwg kai n property pkcs7Result
SetServartNetwork(ServantLocation as string, Port as integer): (Boolean)
Aéxetal oav TTapdueTpo 170 évopa R TNV IP - dielBuvon Tou UTToAOYIOTH OTTOU
«Aeimoupyei» 1o SECURITY CENTER - ServantLocation as string - kaBwg
KAl TNV «TTOPTA» TNV OTToia 0 Servant XpnoIUOTIOIE yIa ETTIKOIVWVIQ - Port as
integer. EmoTpé@el true o€ TTEPITITWON TTOU N KAAON TNG fATAV €TTITUXG, false
O€ QVTIOETN TTEPITITWON.

GetMessageBytes(): H péBodog autr emmoTpépel Ta «kabapd» dedouéva atrod
TNV Yn@IoKr uttoypa®r otnv poper) byte array. Kabe 8€on tou array dnAadn,
TTEPIEXEI TOV AVTIOTOIXO ascii KwoIKO TOu KABE XapaKTpa TOU apxIKou string.
My TO pUvNua «1234aByd» Ba eMIOTPAPET WG

Array(0) = 49 *ASCII icoduvapo Tou «1»

Array(1) =50 *ASCII IcodUvapo Tou «2»

Array(2) =51 *ASCII icoduvapo Tou «3»

Array(3) =52 *ASCII icoduvapo Tou «4»

Array(4) = 225 *ASCII 1c0dUvapo Tou «o»

Array(5) = 226 ‘ASCII lc0duvapo Tou «f»

Array(6) = 227 ‘ASCII icoduvapo Tou «y»

Array(7) = 228 *ASCII ic0dUvapo TOU «d»

2Tn OUVEXEIa €ival euBuvn TNG €QAPUOYNAG TTOU XPNOIYOTIOIEI TO object va
METAOXNMATIOEI TO array 0To apXIKO JUVNUA PE KWOIKA OTTWGS TOV TTAPAKATW :

Dim TheByteArray As Variant
Dim TheByteArrayL ength As Long
DimiCount AsLong

Dim theClearData As String

TheByteArray = mycvpcom.getMessageBytes()
TheByteArrayLength = UBound(TheByteArray)
theClearData = String(TheByteArrayLength + 1, " ")

ForiCount=1Tol+1

Mid$(theClearData, i, 1) = Chr$(TheByteArray (i - 1))
Next iCount
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2Tn OUVEXEIQ TO HUVNUO TTOU ONUIOUPYABNKE UTTOPEI va CUYKPIBET JE Ta apXIKA
(kaBapd) dedopeva TTou €ixav uttoypagei (€ite yia Adyoug debugging eiTe yia
AGYOUG TTOU ATTAITE N EQAPPOYN) TTX

If theClearData = TheUnshignedData Then
Msgbox “DATA retrieved from ASY CCvpCom.dIl are identical with“ & _

“the clear data’
Else
Msgbox “DATA retrieved from ASY CCvpCom.dll were erroneous!”
End If

compareMesssage(byteArr() as integer): H yéodo autr) déxetal éva integer
array TTou TTEPIEXEl OAOUG TOUG 1000UVANOUG ascii KwOIKOUG Tou KaBapou
MUVIAUATOG KAl ETTIOTPEPEL :

1 o€ TTEPITTTWON TTOU TO PUvNua TTou Tpooddtnoape 1o dil pe autdv TOV
TPOTTO gival idlo pe ek€ivo TTou 1O dll €¢lyaye ammd Tnv utroypaen (evvoeital
TTwg Ba TTpéTrel va €xel KANBei TTpwTa n collectPkcs7Data).

0 o€ avTiBeTN TTEPITITWON.

Mapddeiyua

Dim byteArr() As Integer

Dim TheUnsignedDatal_ength As Long
Dimi AsLong

Dim aRet as integer

TheUnsignedDatal_ength = Len(TheUnshignedData)
ReDim byteArr(TheUnsignedDatal ength - 1)

For i = 0 To TheUnsignedDatal ength - 1
byteArr(i) = Asc(Mid$(TheUnshignedData, i + 1, 1))
Next i

aRet = mycvpcom.compareM esssage(byteArr)

If aRet =1 Then
Msgbox “DATA retrieved from SERVANT are identical with the clear data”
Else
Msgbox “DATA retrieved from SERVANT were erroneous!”
End If
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3.2.3 Kwdikoi Amrokpiong EAéyxwv SECURITY CENTER

O kwdIkdG atrokpiong cival évag apiBuog integer yia TNV TPOCTTABEIA
(atro Tov Servant) va KataAdBel Kai va IKavoTroIfoel éva request. H trepiypagn
(TOU) €x€1 OKOTTO VO dWOEI hIA OUVTOUN €€ryNOn Yia TOV KWOIKOG.
To TTPpWTO YNYio Tou KWAIKOU OpiCel TNV KATNYOopia TNG ATTOKPIONG: 2XX
Success. H aitTnon TTapaAn@onke eTITUXWG, KATAVORONKE KAl EEUTTNPETHONKE.
4xx Client error. H aitnon Trepigixe OUVTOKTIKA AGON 1} yia KAtrolo Adyo dev
oTA0bnkKe duvaTtd va eCuttnEEeTNOEi. 5xx Server error. O eEUTTNPETNTAG (Servant)
oev PuTTdpeoe yia KATTOI0 AdYo va eEUTTNPETACEI TNV AiTnON.

| Success (2xx)

200
201
202
203
211

OK

REVOKED
INVALID
EXPIRED
INVALID DATA

H aitnon éyive amodekTr) Kal £yivav 6Aol o1 EAEYXOI ETTITUXWG
To moTotroinTiKd £xel akupwOei (avrkel oe CRL)

H ynoiakr utroypaen dev gival éykupn

H xpovikn 1repiodog yKUpOTNTAG TOU TTICTOTTOINTIKOU €XEl AAEEI
Ta dedopéva PKCS#7 dev o1dBnke duvatod va eAeyyxBouv

Client Error (4xx)

not parse

400 | Bad Request H aitnon &ev €xel Tn owaoTh ouvTaén

401 | Issuer O Servant dev yvwpicel To TmoTotroINTikG Tou CA
Certificate Not
Found

402 | Certificate does | To maToTrOINTIKG dEV £XEI TNV OWOTH KWOIKOTTOINGN

Server Error (5xx)

for this issuer

500 | Server Error Mn avapévopevo AGBog dev emITPETTEN TNV EUTTAPETNON THG AITNONG

501 | Stale O xpdvog yia 1o eTépevo CRL €xel repdoel (dpa gival aduvarog o
revocation data | €\exyog yia TNV eykupoTNTA £VOG TTIGTOTTOINTIKOU)

502 | No CRL found Agv uttdpyouv CRLS yia Tov CA-ekdOTN TOU TTIOTOTTOINTIKOU.

17




3.2.4 Aoyiké Aiaypaupa EAEyxwv

A

ArmooToAj oTov Servant Twv
uTToYEYPaUPEVWY  DedOMEVWIV

EmTuxng éAeyxog

EmTuxng
poomaBela évapén

ETTIKOIVWVIOG ME
Servant;

| OXI

uTroypagnig (200);

AvaKTnON TMOTOTIOINTIKOU KAl
«KaBapoU» YUVAPATOG aTTO TOV
Servant (BHMA A)

A

AtrooToN| TToTOTIOINTIKOU OTOV
Servant

A

AvVEKTNON TTESIWV TTIOTOTIOINTIKOU

TTUXAG €AeyXO
TMOTOTIOINTIKOU

(200);

a KaBapd 6edouE)
€Ival id1a pe Ta dedopéva

% OXI

TTOU avakTRAenkav atmé
Servant oto fnu

IVN %

A

Avagopda AdaBoug




3.2.5 Mapadeiypa xprong Tou AsykCVPCom.dll (Visual Basic)

MNa va givail duvartni n xprion tou Trapatmdvw péoa ato Visual Basic 6a
mpémel va  OnAwbBei wg Reference oe éva Project n  BipAIoBrkn
AsykCVPCom. (Mevou Projecta References)

H mapakdtw Function O&&éxeTal w¢ TTAPAPETPOUG TA  AVUTTOYPAPQ
«kaBapd» dedopéva (TheUnsignedData) kaBuwg Kal TNV WYn@IOKK UTTOYPO®PN
TToU TTPONABE atrd autd (TheSignedData).

Public Function CheckPKIData(Byval TheUnsignedData as string, _
Byval TheSignedData as string) As Boolean

Const OK_RESULT = 200

Dim b As Boolean

Dim mycvpcom As New asykCvpCom.CvpComV 2
Dim Result As String

Dim cert As String

Dim message As String

Dim certSubject As String

Dim certlssuer As String

Dim certSerialNumber As String
Dim certValidFrom As String

Dim certValidTo As String

Dim certSubjAltName As String
Dim subjectSerialNumber As String
Dim ServantL ocation As String

On Error GoTo ErrHandler

CheckPKIData = False

If Not mycvpcom.SetServartNetwork(“A_PC_NAME_OR_IP’, 1234) Then
Set mycvpcom = Nothing
Debug.Print “TTPOBAHMA XTHN EITIKOINQNIA ME TON SERVANT”
Exit Function

End If

b = mycvpcom.collectPkcs7Data( TheSignedData)
If Not b Then
'Network problem
Debug.Print “TTPOBAHMA XTHN EITIKOINQNIA ME TON SERVANT”
Else
'Signature "quality" check
Result = mycvpcom.getPkcs7Result()
If Val(Left$(Result,3)) <> OK_RESULT Then
'signatureisinvalid
Debug.Print “TIPOBAHMA XTH AIAAIKAXIA EAEI'XOY" & _
“ YIIOTPA®HEX. ATIOTEAEEMA=" & Result
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Else
'retreive the certificate and the message from the signature
cert = mycvpcom.getCert()
message = mycvpcom.getMessage()
b = mycvpcom.collectCertData(cert)
If Not b Then
'Network problem
Debug.Print “TTPOBAHMA XTHN EITIKOINONIA " & _
“ME TON SERVANT”
Else
'get certificate data
certSubject = mycvpcom.getCertSubject()
certlssuer = mycvpcom.getCertlssuer()
certSerialNumber = mycvpcom.getCertSerial Number()
certValidFrom = mycvpcom.getCertV alidFrom()
certValidTo = mycvpcom.getCertValidTo()
certSubjAltName = mycvpcom.getCertSubjAltName()
subjectSerialNumber = mycvpcom.getCertSubjectSerial ()
‘certificate quality check
Result = mycvpcom.getCertResult()
Select Case val(Left$(Result, 3))
Case OK_RESULT 'al OK
‘check if message extracted from signed message is identical
‘with the original data
If message <> TheUnshignedData Then
'if execution ends up here means that somebody change
‘the data during the net-tranfer
Debug.Print “TTIPOBAHMA XTH ATAAIKAZXIA
“EAET'X0OY YIIOTPAOHX® &
"Subject =" & certSubject & vbCrLf & _
"SerialNumber=" & certSerialNumber & vbCrLf & _
"SubjectSerial=" & subjectSeriaNumber & _
"AIIOTEAEEMA=" & Result

Else
CheckPKIData= True
End If
Case Else
Debug.Print “TIPOBAHMA XTH ATAAIKAXIA” &
“EAEI'X0OY YIIOTPAOHX" &

"Subject =" & certSubject & vbCrLf & _
"SerialNumber=" & certSerialNumber & vbCrLf & _
"SubjectSerial=" & subjectSeriaNumber & _
"AIIOTEAEEMA=" & Result
End Select
End If 'if collectCertResult = false
End If 'if pkcs7Result <> 200 then
End If 'If (collectPkcs7Result = False) Then

ErrHandler:
If Err Then
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Debug.Print “TIPOBAHMA XTH AIAAIKAXIA EAETXOY “ & _
Vberlf & “Error=" & error
Er=0

End If

Set mycvpcom = Nothing

Set x = Nothing

End Function

3.2.6 MepiBdaAAov AvarrTuéng

Aermoupyiké 2uoTtnua: MS Windows NT 4.0, 2000
WEB Server: MS IIS 4, MS IIS 5
Mpdéypappa MAoriynong: MS Inernet Explorer 4.X kai avw

EpyaAcia Avamtuéng: MS Visual Basic, VBScript 1 otmmoiadAtmoTe GAAN

yAwooa utrooTnpicel ActiveX dlls.
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