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The SNRA was carried out following a defined methodology allowing a systematic
analysis of the ML or TF risks linked to modi operandi used by perpetrators. The aim
was not to pass judgment on a sector as a whole, but to identify the circumstances
according to which the services and products it delivers or provides could be abused for
TF or ML purposes.

This SNRA is based on Directive 2005/60/EC (3AMLD) which was the legislation in
force at the time of the analysis. It describes the areas in which, at the time, the EU legal
framework was not as harmonised or complete as it would be once the forthcoming
revisions of 3AMLD had taken effect. In particular, Directive (EU) 2015/849 (4AMLD)
shall be transposed by 26 June 2017. Since the 4AAMLD was not yet transposed at the
time of the analysis, it was not considered as part of the legal framework in place for the
risk analysis. The 4AMLD and its upcoming revision (COM(2016) 450) are, however,
considered as part of the mitigating measures.

For each risk, a rating has been defined for the threat and vulnerability based on the
criteria defined in the methodology (see annex 3). Those ratings are determined on a
scale from 1 to 4 as follows:

1) Lowly significant (value: 1)

2) Moderately significant (value: 2)

3) Significant (value: 3)

4) Very significant (value: 4)
Those ratings were used only to synthesise the analysis. They should not be considered
in isolation from the factual description of the risk.
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Cash couriers

Product

Cash couriers / cross external border cash movements

General description of the sector and related product/activity concerned

This assessment covers the supranational risks — i.e. cash entering/leaving the European
Union at the EU external borders.

Map of key countries of destination and origin for cash movements in and out of the EU

The Cash Control Regulation establishes a uniform EU approach towards cash controls
based on a mandatory declaration system. If a natural person entering or leaving the EU
(including transiting) transports cash of a value of EUR 10 000 or more, he/she must declare
these funds. The EUR 10 000 threshold is considered high enough not to burden the
majority of travellers and traders with disproportionate administrative formalities. However,
when there are indications of illegal activities linked with movements of cash lower than
EUR 10 000, the collecting and recording of information related to these movements is also
authorised. This provision was introduced in order to limit the practice of 'smurfing' or
'structuring’, the practice of deliberately carrying amounts lower than the threshold with the
intention to escape the obligation to declare (e.g. splitting the amount between different
connected persons from a same group/family).

The Cash Control Regulation is aimed at aligning EU legislation with the requirements of
the FATF's Recommendation 32 on cash couriers and with the highest global AML/CFT
standards. The definition of cash in the Cash Control Regulation matches the definition used
by the FATF for Recommendation 32 on cash couriers and includes:
—Currency, i.e. banknotes and coins that are in circulation as a medium of exchange.
—Bearer-negotiable instruments (BNI)
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As the Cash Control Regulation mirrors the definition of 'cash’ used in the supra-national
standard (FATF recommendation 32), gold, precious metals or stones, electronic cash cards
and casino chips are currently not included in the definition of cash.

Statistics: On average, 100 000 cash control declarations are submitted annually in the EU,
representing a total amount declared between 60-70 billion Euro. While amounts of
undeclared or incorrectly declared cash which have been detected by authorities are highly
variable (240 Mio — 1.5 billion Euro/year), on average approximately 300 Mio Euro per year
is detected following controls. Statistics show a sustained, high level of cash declarations
over the years and also a significant increase in the number of recordings at the EU border in
recent years. It is difficult to pinpoint the exact combination of reasons behind these trends
based on the available data.

General comment (where relevant)

This risk scenario is intrinsically linked to use of/payment in cash and to high value
denomination banknotes risk scenario.

Criminals or terrorist financiers who generate/accumulate cash proceeds seek to aggregate
and move these profits from their source, either to repatriate funds or to move them to
locations where one has easier access to placement in the legal economy.

The characteristics of such locations are a predominant use of cash, more lax supervision of
the financial system or stronger bank secrecy regulations. It may also be used by terrorists to
transfer rapidly and safely funds from one location to another, including by using cash
concealed in air transit.

Cash couriers may use air, sea or rail transport to cross an EU external border. In addition,
cash may be moved across external borders unaccompanied such as in containerised or other
forms of cargo, or concealed in mail or post parcels. If perpetrators wish to move very large
amounts of cash, often a valuable option is to conceal it in cargo that can be containerised or
otherwise transported across borders.

Perpetrators may also use sophisticated concealment methods of cash within goods which
are either carried across the external border by a courier or are sent by regular mail or post
parcel services. Although unaccompanied consignments tend to be smaller than those
secreted within vehicles, or on the person of cash couriers, the use of high denomination
banknotes can still result in seizures of significant value.

Threat

Terrorist financing

The assessment of the TF threat related to cash couriers/unaccompanied cash movements
shows that terrorist groups have made use of various techniques to move physical cash
across the external borders, particularly in the case of larger organisations.

This threat is particularly relevant for cash couriers from the EU to third countries. LEAS
have seized large amounts of money in conflicts zones that was supposed to finance terrorist
organisations. In addition, cases have been identified where (prospective) foreign terrorist
fighters doubled as cash couriers to fund their travels and sojourn in conflict areas. These
individuals typically carry lower amounts that are more difficult to detect and may not be
subject to an obligation to declare incumbent on natural persons carrying EUR 10 000 Euro
or more is cash. As it allows for anonymity, this modus operandi is perceived as attractive
and fairly secure, despite still carrying some risks. That is the reason why this modus
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operandi shall also be considered in conjunction with the analysis of high denomination
banknotes. The more high denomination banknotes are used, the easier the cash
transportation is — although risks associated with acquiring high denomination notes (not
readily available) may not outweigh the benefit of additional compactness. Cash
transportation is a recurring modus operandi for terrorist groups in Syria / ISIL occupied
territories — although the average amounts carried by a foreign fighter leaving the EU may
not be significant compared to locally available funds.

The threat of cash transportation into the EU from a third country may also exist, in
particular from countries exposed to TF risks or conflict areas (e.g. cash couriers from Syria,
Gulf region, Russia into the EU have been reported). There are limited indications of high-
value movements of cash into the Union (i.e. much in excess of the declaration threshold) for
the purposes of terrorism financing. Cases have been identified concerning lower amounts
and involving integration of cash amounts carried from third countries into the financial
system/legal economy of the EU (analysed in a separate fiche).

From a perpetrator risk-management perspective, sending cash through post or freight
consignments, using multiple consignments each containing lower amounts presents a
theoretically attractive option as there is no courier physically crossing the external border
carrying the cash who could be intercepted. While customs controls may take place, these
do not allow for the capture of all relevant data.

Finally, perpetrators may also have an incentive to convert cash in other types of anonymous
assets which are not subject to cash declarations (gold, prepaid cards - covered by separate
fiche).

Conclusions: LEAs have gathered evidence that cash couriers are recurrently used by
terrorist groups to finance their activities or fund FTF travels. Similarly to the analysis
conducted on cash, the use by criminal elements or terrorist financiers of cash couriers
present advantages since this modi operandi is easily accessible, with no specific
planning or expertise required. In that context, the level of TF threat related to cash
couriers is considered as very significant (level 4).

Money laundering

The assessment of the ML threat related to cash couriers presents some commonalities with
TF threats. Organised crime organisations also recurrently make use of cash couriers for the
same reasons: easily accessible, no expertise, no planning and low cost. This modus operandi
IS very attractive for organised crime since it offers an alternative vs. the use of the formal
financial sector to move funds while allowing full anonymity. Numerous cases of suspicious
cash transports have been reported by law enforcement authorities (either in connection with
predicate offenses to money-laundering such as drug trafficking and other serious crimes or
as separate incidents).

Similarly cases were reported for other types of cash-like instruments (gold, anonymous
prepaid cards), which are outside the scope of this fiche (see separate fiches).

Since specific controls are focusing on physical transportation by natural persons,
perpetrators may find sending cash by post/freight/shipping more attractive and more secure.
There is anecdotal evidence that this modus operandi was used but the size of the problem is
difficult to quantify (see IA on CCR revision).

Conclusions: the level of ML threat related to cash couriers is considered as very
significant (level 4)
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Vulnerability

Terrorism Financing

(a) risk exposure:

The assessment of the TF vulnerability related to cash couriers shows that due to the nature
of cash, the use of cash couriers allows significant volumes of transactions/transportation to
take place speedily and anonymously.

The cross-border aspect of this modus operandi increases the risk to involve geographical
areas identified as high risks.

(b) risk awareness:

The legislation in place (mandatory cash declarations by natural persons at the external
borders of the EU) has increased the risk awareness, at least as far as persons are concerned.
Risk awareness exists for unaccompanied cash transportation — but is more limited.

(c) legal framework and controls:

There are controls in place through the mandatory declaration of cash transportation at the
EU external borders (Cash Control Regulation). This legislation has increased the risk
awareness, at least as far as natural persons are concerned. These cash declarations allow for
easier detection of suspicious transactions and reporting to the FIUs (although shortcomings
in information sharing exist).

Where unaccompanied cash is concerned (cash sent through consignments or parcels) the
present legal framework relies mainly on customs controls, which do not allow the capture
of all relevant data.

Conclusions: The risk exposure related to cash couriers by physical persons is
intrinsically linked to the cash based activity (large volume, anonymity, speediness) -
which is exacerbated by the fact that —especially within a terrorism context- the
individual couriers often carry amounts below the declarative threshold. While the
volume of cash couriers may be more important than for unaccompanied shipping, risk
awareness and controls are in place.

The use of cash couriers or methods to ship infout of the EU unaccompanied cash
coupled with the anonymity of cash and (at least with respect to unaccompanied cash)
an imperfect control mechanism presents a significant challenge. While the volume of
unaccompanied cash shipped in/out the EU is probably lower than for accompanied
cash couriers, the risk awareness and controls of the latter pose a greater challenge.

In that context, the level of TF vulnerability related to cash couriers by natural persons
is_considered as significant (level 3). The level of TF vulnerability related to
post/freight is considered as very significant considering the controls/legal framework
in place, more than the inherent risk exposure (level 4).

Money Laundering

(a) risk exposure

The assessment of the ML vulnerability related to cash couriers shows that the risk exposure
is intrinsically linked to the cash based activity (anonymity, speediness). Hence the risk
exposure is particularly important for this modus operandi.
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(b) risk awareness
The legislation in place (mandatory cash declarations at the external borders for cash carried
by natural persons) has increased the risk awareness, at least as far as persons are concerned.

Risk awareness exists for unaccompanied physical cash transportation — but is more limited
with regard to shipping/freight/couriers.

(c) legal framework and controls
Similarly to TF, there are controls in place through the mandatory declaration of cash
transportation at the EU external borders (Cash Control Regulation) by natural persons.

These cash declarations allow an easier detection of suspicious transactions and are reported
to the FIUs (although shortcomings in information sharing exist and enforcement in
application may also vary between Member States).

Where unaccompanied cash is concerned (cash sent through consignments or parcels) the
present legal framework relies mainly on customs controls, which do not allow the capture
of all relevant data.

Conclusions: The risk exposure related to cash couriers by physical persons is
intrinsically linked to the cash based activity (large volume, anonymity, speediness).
While the volume of cash couriers may be more important, the risk awareness and the
controls in place exist. The use of cash couriers or methods to ship in/out of the EU
unaccompanied cash coupled with the anonymity of cash and (at least with respect to
unaccompanied cash) an imperfect control mechanism presents a significant challenge.
While the volume of unaccompanied cash shipped in/out the EU is probably lower than
for accompanied cash couriers, the risk awareness and controls in place pose a greater
challenge. In that context, the level of ML vulnerability related to cash couriers by
natural persons is considered as significant (level 3) and by post/freight is considered as
very significant (level 4).

Mitigating measures

The Commission will present a legislative proposal revising the cash control Regulation to
further mitigate those risks. In order to provide competent authorities with adequate tools,
the proposal intends to:
« Enable authorities to act on amounts lower than the declaration threshold of EUR10
000, where there are suspicions of criminal activity,
« Improve the exchange of information between authorities and Member States;
o Enable competent authorities to demand disclosure for cash sent in unaccompanied
consignments such as cash sent in postal parcels or freight shipments;
o Extend the definition of 'cash' to also include precious commodities acting as highly
liquid stores of value such as gold, and to prepaid payment cards which are currently
not covered by the standard cash control declaration.
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Cash intensive business

Cash intensive business

sectors of bars, restaurants, constructions companies, motor vehicle retailers, car washes,
art and antique dealers, auction houses, pawnshops, jewelleries, textile retail, liquor and
tobacco stores, retail/night shops, gambling services

General description of the sector and related product/activity concerned
An interesting description of the use of cash has been described by the European Central

Bank in its report Consumer cash usage. A cross-country comparison with payment diary
survey data (ECB Working Paper Series, no 1685, 2014)
<https://www.ecb.europa.eu/pub/pdf/scpwps/ecbwpl1685.pdf>

Concerning cash limitations, 12 Member States (Germany, Estonia, Ireland, Cyprus,
Lithuania, Luxembourg, Malta, Netherlands, Austria, Finland, Sweden, United Kingdom) do
not have any restrictions on cash payments. In most countries, large value cash payments
triggered obligations under the anti-money laundering provisions of the Directive or national
legislation — along the following lines:

Country Limitation Scope
Belgium EUR 3 000 (and 10% of any All persons acting as
transaction above EUR 3 000) business
Bulgaria BGN 10000 (EUR 5 000) All persons and
transactions except bank
operations and salaries
Czech Republic | CZK 270 000 (EUR 14 000) All persons and
transactions
Denmark DKK 50 000 (EUR 6 700) Businesses not covered by
AML Act
Greece EUR 1 500 for business to consumer, | All persons acting as
EUR 500 for business to business, business
Spain EUR 2500 All persons acting as
EUR 15 000 for non-residents natural | business
persons
France EUR 1000 All persons acting as
EUR 15 000 for non-residents business
Croatia HRK 105 000 (EUR 13800), All persons acting as
EUR 15 000 for non-residents business
Italy EUR 3 000 All persons and
transactions
Latvia EUR 7 200 All persons acting as
business
Hungary HUF 500 000 (EUR 4 800) Business to business
transactions
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Country Limitation Scope
Poland EUR 15 000 All persons acting as
business
Portugal EUR 1 000 Legal persons
Romania
Slovenia EUR 420 for payments All persons acting as
EUR 5 000 for receiving business
Slovakia EUR 5 000 for businesses, All persons and
EUR 15 000 for natural persons transactions, with different
limits

Maximum amount of cash transaction allowed
(above €18000 means no limit)
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(the previous chart ignores the absence of restriction for non-business transactions between
private persons)

The following general observations can be made:

e Limitations typically apply to transactions in both national and foreign currencies, the
limit being in such case the equivalent of the national limit in that currency.

e Limitations apply to single payments exceeding the thresholds, but legislations often
consider that multiple payments connected to a single operation should be considered as
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one.

e Limitations always concern at least businesses and transactions between businesses and
customers. Non-business transactions between natural persons are often not concerned
by the limitation (BE, DK, GR, ES, FR, HR, LV, HU, PL, PT).

e Limitations typically apply to transactions in cash (i.e. banknotes). Some national
legislations extend explicitly the limitations to bearer instruments (ES, IT)

Description of the risk scenario
Cash intensive business is used by perpetrators:

- to launder large amounts of cash, which are proceeds of criminal activity, by claiming that
the funds originate from economic activities;

- to launder amounts of cash, which are proceeds of criminal activity, by justifying its origin
based on fictitious economic activities (both for goods and services)

- to finance, through often small amounts of cash, terrorist activities without any traceability

General comment (where relevant)

This risk scenario is intrinsically linked to use of/payment in cash and to high value
denomination banknotes risk scenario.

Terrorist financing

The assessment of the TF threat related to cash intensive business shows that cash intensive
businesses are generally run by individuals through bars, restaurants, phone shops but are
managed by a network of persons forming a terrorist organisation. In general, they are used
to get clean cash in a speedy way (e.g. selling cars or jewelleries). However, this risk
scenario is not used equally by all terrorist organisations (never seen for Daesh for instance)
and not largely widespread as it requires capabilities to run the business.

Conclusions: the elements gathered by the LEAs and FIUs show only few cases have
been registered meaning that terrorist groups do not favour this risk scenario as it
requires some technical expertise and investments to run the business in itself which
makes this modus operandi less attractive. However, since this risk is not only
hypothetical and that sleeper cells are active in cash intensive businesses, the level of
TF threat related to cash intensive business is considered as moderately significant
(level 2).

Money laundering

The assessment of the ML threat related to cash intensive business shows that this modus
operandi is exploited by criminals as it represents a viable option which is rather attractive
and secure. It constitutes the easiest way to hide illegitimate proceeds of crime. However, as
for TF, it requires a moderate level of expertise to be able to run the business and to escape
detection.

Conclusions: cash intensive businesses are favoured by criminal organisations to
launder proceeds of crime. As it requires some level of expertise to run the business, the
level of ML threat related to cash intensive business is considered as significant (level

3).
Vulnerability




Terrorist financing
The assessment of the TF vulnerability related to cash intensive business shows that the main
factors are linked to the risk posed by cash.

(a) risk exposure

While cash intensive business is less attractive to terrorist organisations than to criminals
(see threat assessment below), when they are used by terrorists they present some
vulnerabilities because the underlying risk is the one related to cash. The vulnerability
assessment of TF related to cash intensive business is intrinsically linked to the assessment
related to the use of/payments in cash in general and can follow the same rationale. Cash
intensive businesses allow the processing of a huge number of anonymous transactions
which require no management of new technologies and tracking tools. Hence it has a high
inherent risk exposure.

(b) risk awareness

The risk awareness appears to be quite low because, even if large sums of cash can be
obtained from cash intensive business, some FIUs notice that terrorist organisations seem to
prefer lower denomination banknotes which are less easy to be considered as suspicious by
obliged entities and LEAs.

(c) legal framework and controls in place

The legal frameworks in place related to cash payment limitations that some Member States
have introduced. This framework varies a lot from one Member State to another concerning
cash controls and cash payment limitations and, thus, controls can potentially be inexistent.

Conclusions: the vulnerability of cash intensive business is intrinsically linked to the
vulnerabilities related to the use of cash in general. The variety of legal frameworks in
place, the widespread use of cash in EU economies and the fact that the sector seems
being not aware of this risk, the level of TF vulnerability related to cash intensive
business is considered as very significant (level 4).

Money laundering

The assessment of the ML vulnerability related to cash intensive business shows that the
main factors are linked to the risk posed by cash.

(a) risk exposure

The vulnerability assessment of ML related to cash intensive business is intrinsically linked
to the assessment related to the use of/payments in cash in general and can follow the same
rational. Cash intensive businesses allow the processing of a huge number of anonymous
transactions which require no management of new technologies and tracking tools. This risk
exposure concerns cash payments both for goods and services. Hence it has a high inherent
risk exposure.

(b) risk awareness

Obliged entities are usually aware about the risk posed by cash — although controls are not
easy to implement. However, for other professions not submitted to AML/CFT obligations,
risk awareness remains a challenge.

(c) legal framework and controls in place
There is no uniform level of controls at EU level, for instance through common rules on cash
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limitations or cash transactions reports.

The vulnerability of the sector is affected by the existence, or lack thereof, of rules relating
to cash payment limitations:

e where cash limitation rules exist, ML vulnerabilities related to cash intensive
business have been more easily mitigated thanks to the legal requirements which
allow the refusal of cash payments above a certain threshold. In these cases, controls
are in place and allow detecting red flags and suspicious transactions more easily. In
addition, these cash payment thresholds are perceived by the sector and by LEAs as
more efficient and, eventually, less burdensome than imposing customer due
diligence measures. However, these legal businesses can also hide shadow and illicit
activities which are able to circumvent the cash limitations.

e where cash limitations rules do not exist, and whilst the risk awareness is quite high,
the sector does not know how to manage the risks. It has no tools to control and
detect suspicions transactions. The result is that the number of STRs is rather low, or
even inexistent.

Some Member States have introduced cash transaction reports to be declared for cash
operations over a certain threshold. However, there is no common approach at EU level.

From an internal market perspective, the differences between Member States legislations on
cash limitations increases the vulnerability for the internal market; perpetrators may more
easily circumvent controls in their country of origin by investing in cash intensive business
in another Member States having lower/no control on cash limitation. The existence of cash
payments limitations in some Member States, and their absence in other Member States,
creates the possibility to bypass the restrictions by moving to the Member States where there
are no restrictions, whilst still conducting their terrorist or other illegal activities in the
'stricter' Member State.

The 3rd AML Directive provides that high value dealers accepting payment in cash beyond
EUR 15 000 are subject to AML/CFT rules and have to apply CDD requirements. This
obligation applies to any persons trading in goods when the payment is made in cash beyond
EUR 15 000 — but it does not cover services. However, the effectiveness of those measures is
still limited given the number of STRs. The volume of STR reporting is generally low
because cash transactions are difficult to detect, there is not much available information and
dealers may lose their clients to the benefit of competitors applying looser controls. In
addition, it may be difficult for a trader in high value goods to design an AML/CFT policy in
the limited events where a cash transaction beyond the threshold takes place (i.e. it is not the
sector in itself which is covered by AML/CFT regime — but only high value dealers faced
with cash transactions beyond a threshold). For this reason, some Member States have
extended the scope to cover certain sectors regardless of the use of cash. Some Member
States have also decided to apply a general cash restriction regime at this threshold to reduce
the risk of ineffective or cumbersome application of CDD rules by high value dealers.
However, it does not mitigate situations of cash intensive business which are based on lower
amount cash transactions — or a repeated number of low amount cash transactions.

In addition, cash intensive businesses are inherently risky because there are no rules dealing
with fit and proper testing of these businesses' managers. Some cash intensive businesses are
more vulnerable than others because they may give rise to cash exchange more easily (motor
retails or pawnshops).

24




Conclusions: the risk exposure to ML of cash intensive businesses is influenced by the
existence of legal cash limitations which are efficient to mitigate the risks but are not
always sufficient. In a cross-border context, the variety of regulations on cash payments
constitutes also a factor of vulnerabilities. When no rules are in place, the risk
awareness of the sector is quite low, leading to few STRs to FIUs. Investigative
capacities from LEAs are then quite limited. In light of this, the level of ML
vulnerabilities related to cash intensive businesses is considered as very significant
(level 4).

Mitigating measures

e The Commission examines launching an initiative to swiftly reinforce the EU
framework on the prevention of terrorism financing by enhancing transparency of
cash payments through an introduction of a restriction of cash payments or by any
other appropriate means. Organised crime and terrorism financing rely on cash for
payments for carrying out their illegal activities and benefitting from them. By
restricting the possibilities to use cash, the proposal would contribute to disrupt the
financing of terrorism, as the need to use non anonymous means of payment would
either deter the activity or contribute to its easier detection and investigation. Any
such proposal would also aim at harmonising restrictions across the Union, thus
creating a level playing field for businesses and removing distortions of competition
in the internal market. It would additionally foster the fight against money
laundering, tax fraud and organised crime.

e The Commission will continue to monitor the application of AML/CFT obligations
by dealers in goods covered by the AMLD and further assess risks posed by
providers of services accepting cash payments. It will further assess the added value
and benefit for making additional sectors subject to AML/CFT rules.

e Member States should take into account in their national risk assessments the risks
posed by payment in cash in order to define appropriate mitigating measures such as
the introduction of cash limits for payments, Cash Transaction Reporting systems, or
any other measures suitable to address the risk. Member States should consider
making sectors particularly exposed to money laundering and terrorist financing risks
subject to the AML/CFT preventative regime based on the results of their NRA.
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High value banknotes

High value banknotes

/

General description of the sector and related product/activity concerned

In spite of steady growth in non-cash payment methods and a moderate decline in the use of
cash for payments, the total value of euro banknotes in circulation continues to rise year-on-
year beyond the rate of inflation. Cash is largely used for low value payments and its use for
transaction purposes is estimated to account for around one-third of banknotes in circulation.
Meanwhile the demand for high denomination notes, such as the EUR 500 note, not
commonly associated with payments, has been sustained. These are anomalies which may be
linked to criminal activity.
Chart 4: Growth of Euro banknotes in circulation by denomination (value) 2002- 2014
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Perhaps the most significant finding around cash is that there is insufficient information
around its use, both for legitimate and illicit purposes. The nature of cash and the nature of
criminal finances mean that there is little, if any, reliable data available on the scale and use
of cash by ordinary citizens, let alone by criminals.

One of the few reliable figures available, that of the volume and value of bank notes issued
and in circulation in the EU, leaves open questions around the use to which a large
proportion of cash in issuance is put, especially when considering the EUR 500 note. From a
total of approximately EUR 1 trillion banknotes in circulation as of end-2014, the use of a
significant proportion of these remains unknown. Furthermore, the EUR 500 note alone
accounts for over 30% of the value of all banknotes in circulation, despite it not being a
common means of payment. Although it has been suggested that these notes are used for
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hoarding, this assumption is not proven. Even if this is the case, the nature of the cash being
hoarded (criminal or legitimate) is unknown.

Description of the risk scenario

Perpetrators use high value denominations, such as EUR 500 banknotes, to make the cash
transportation easier (the larger the denomination, the more funds can be shrunk to take up
less space).

General comment (if relevant)

This risk scenario is intrinsically linked to use of/payment in cash and to cash intensive
business risk scenario

Terrorist financing

The assessment of the TF threat related to high value denomination banknotes shows that
terrorist groups are not really keen in using high value denominations. They are not
necessarily easy to access and, given that they can be detected quite easily they are not
attractive for terrorist groups whose first objective is to get cash as quickly as possible. For
sake of discretion, terrorist groups tend to favour low denominations banknotes. LEAs have
detected few cases which tend to demonstrate that the intent and capability are not really
significant.

Conclusions: in that context, the level of TF threat related to high value denominations
banknotes is considered as moderately significant (level 2)

Money laundering

The assessment of the ML threat related to high value denomination banknotes shows that
they are recurrently exploited by criminal organisations to launder proceed of crime. The risk
related to high value banknotes is not limited to EUR 500 and as long as long large sums in
cash are gathered they are considered as attractive by criminal organisations. It does not
require any major planning or complex operation — i.e. perpetrators have the technical skills
to easily use this product. It remains a "low cost" operation and allows storing of large
amounts in very small volumes — which makes it very attractive for organised crime. It has
been reported by LEAs that some criminal groups seek EUR 500 banknotes by paying a
premium in order to get access to those large denominations; this demonstrates its
attractiveness.

Conclusions: banknotes (EUR 500 but not only) are used recurrently by criminal
organisations. This modus operandi is widely accessible and available at low cost. For
ML purposes, it's quite easy to abuse and requires no specific planning or knowledge.
In that context, the level of ML threat related to high value denomination banknotes is

considered as very significant (level 4
Vulnerability

Terrorist financing

The assessment of TF vulnerability related to high value denomination banknotes shows that
this product is as vulnerable for TF as for ML for the following reasons:




(a) risk exposure

Large volume of high value denominations is in circulation, despite low use in commercial
transactions. Cash still allows carrying transactions in an expedited, anonymous, and
untraceable way.

(b) risk awareness

Especially LEAs and FIUs have high risk awareness, as do obliged entities subject to
AML/CFT obligations. Risk awareness of sectors not covered by AML/CFT obligations or
cash limitations obligations remains challenging. Existing literature, especially Europol
reports, point to the blind spot in risk awareness (i.e. the precise use of high value
denominations, difference of issuance between Member States, disconnection with GDP).
There is little, if any, reliable data available on the scale and use of cash by ordinary citizens,
let alone by criminals.

(c) legal framework and controls in place

Even if terrorist groups are less attracted to high value denomination banknotes, detection is
quite difficult because there is no EU harmonisation concerning the legal framework related
to the use of high value denomination banknotes. Controls are uneven; reports to FIUs are
rather few, and most of the time they cannot distinguish between ML and TF. The use of
high value denomination banknotes for ML purposes may be impacted by the ECB decision
to gradually phase out EUR 500 (may 2016) because of the recognised links with criminal
activities. However, the return rate is generally quite low and these banknotes may be still in
use for a long time. Therefore, this cannot be seen as an immediate mitigation measure.

Conclusions: from a vulnerability point of view, risk exposure is high, level of
awareness is low and controls in place are not harmonised which create potential
loopholes when cross-border transactions are at stake. In light of this, the level of TF
vulnerability related to high value denomination banknotes is considered as very

significant (level 4).

Money laundering

The assessment of ML vulnerability related to high value denomination banknotes shows the
following features:

(a) risk exposure

High value denominations allow the storing/putting into circulation of large volumes of cash
in a speedy and anonymous way. A large volume of high value denominations is in
circulation, despite the low level of use in commercial transactions. Even if the use of high
value denominations raises red flags, it remains that these denominations are not necessarily
used for payments but rather to move funds. Large amounts can be stored in very small
volumes. They are less easy to detect by FIUs and obliged entities.

(b) risk awareness

Especially LEAs and FIUs have high risk awareness, as do obliged entities subject to
AML/CFT obligations. Risk awareness of sectors not covered by AML/CFT obligations or
cash limitations obligations remains challenging. Existing literature, especially Europol
reports, point to the blind spot in risk awareness (i.e. the precise use of high value
denominations, difference of issuance between Member States, disconnection with GDP).
There is little, if any, reliable data available on the scale and use of cash by ordinary citizens,
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let alone by criminals.

(c) legal framework and controls in place

The use of high value denomination banknotes for ML purposes may be impacted by the
ECB decision to gradually phase out EUR 500 (May 2016) because of the recognised links
with criminal activities. The issuance of the EUR 500 will be stopped around the end of
2018. However, the return rate is generally quite low and these banknotes may be still in use
for a long time. The EUR 500 will remain legal tender and can therefore continue to be used
as a means of payment and store of value. Therefore, this cannot be seen as an immediate
mitigation measure.

Conclusions: similarly to the outcomes of the assessment of the TF vulnerability related
to high value denomination banknotes, the ML vulnerability related to these products
is considered as very significant (level 4).

Mitigating measures

e Monitoring of the return rate of EUR 500 banknotes will be conducted as well as an
assessment of the evolution of the usage of the EUR 200 banknote.
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Payments in cash

Product

Payments in cash

Sector

/

General description of the sector and related product/activity concerned

Chart 2: Volume versus value Certain studies suggest that cash
of consumer payments in cash transactions have been moderately
declining at a rate of between 1.3 —
3.3% per year7. This appears to
correspond with available information
around the growth of non-cash
payment methods (an increase of
about 4.2% for Europe8) and
information on EU citizens’ access to
banking services (around 89% of
adults have bank accounts compared
to just 41% in the developing
world)9. However payments in cash
are still widespread; according to
ECB data, 87% of all transactions
below EUR 20 are still made in cash.

100%a

B0%

All other Payment Types

&0%

7
http://www.richmondfed.org/publicati
ons/research/working_papers/2014/

pdf/wp14-09.pdf

8
http://www.ech.europa.eu/press/pr/dat
e/2013/html/pr130910.en.html

9
http://elibrary.worldbank.org/doi/pdf/
10.1596/1813-9450-6025

40%

20%

0%

Global Volume
of Consumer Spend

Global Value
of Consumer Spend

Source: World Payment Report 2014

Description of the risk scenario

Perpetrators frequently need to use a significant portion of the cash that they have acquired
to pay for the illicit goods they have sold, to purchase further consignments, or to pay the
various expenses incurred in transporting the merchandise to where it is required. Despite the
advantages and disadvantages of dealing in cash (detailed earlier in this report) for criminal
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groups, there is often little choice. The criminal economy is still overwhelmingly cash based.
This means that, whether they like it or not, perpetrators selling some form of illicit product
are likely to be paid in cash. The more successful the perpetrators are and the more of the
commodity they sell, the more cash they will generate. This can cause perpetrators
significant problems in using, storing and disposing of their proceeds. Yet despite these
problems, cash is perceived to confer some significant benefits on them.

In addition, the objective of criminals is to launder large amounts of cash, which are
proceeds of criminal activity, by claiming that the funds originate from economic activities.
They may launder amounts of cash, which are proceeds of criminal activity, by justifying its
origin based on fictitious economic activities (both for goods and services). Terrorists may
finance, through often small amounts of cash, terrorist activities without any traceability (see
general description under cash intensive business).

General comment (where relevant)

This risk scenario is intrinsically linked to cash intensive business and high value
denomination banknotes risk scenario.
Threat

Terrorist financing

The assessment of the TF threat related to payments in cash shows that terrorist groups use
recurrently cash, as this modus operandi is widely accessible and low cost. Cash is at the
basis of all illicit trafficking and illicit purchase of products. In general, cash is really
attractive, difficult (even impossible) to detect and does not require specific expertise to be
used.

Conclusions: based on the feedback from LEA and FlIUs, the level of TF threat is
considered as very significant (level 4).
Money laundering

The assessment of the ML threat related to payments in cash is considered as similar to the
assessment of TF threat. For ML, cash is also the preferred option for criminals, which
allows hiding illicit proceeds of crime easily and moving funds rapidly, including cross-
border. As for TF, it does not require specific expertise, knowledge or planning capacities.

Conclusions: based on the feedback from LEA and FlUs, the level of ML threat is

considered as very significant (level 4).
Vulnerability

Terrorist financing

The assessment of TF vulnerability related to payments in cash shows the following features:

(a) risk exposure

Cash payments allow speedy and anonymous transactions. The level of risk exposure is very
high considering that large sums can also be moved across borders and may involve high
risk customers and/or geographical areas.

(b) risk awareness
Especially LEAs and FIUs have high risk awareness, and so do obliged entities subject to
AML/CFT obligations. Risk awareness of sectors not covered by AML/CFT obligations or
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cash limitations obligations remains challenging. Existing literature, especially a Europol
report, points to the blind spot in risk awareness (i.e. the precise use of high value
denominations, difference of issuance between Member States, disconnection with GDP).
There is little, if any, reliable data available on the scale and use of cash by ordinary citizens,
let alone by criminals.

(c) legal framework and controls in place

While cash payment limitations may allow a mitigation of the level of vulnerability, legal
frameworks in place related to cash payment limitations vary a lot from one Member State to
another and, therefore, controls can potentially be inexistent. From an internal market
perspective, the differences between Member States legislations on cash limitations increases
the vulnerability for the internal market; perpetrators may more easily circumvent controls in
their country of origin by investing cash intensive business in another Member States having
lower/no control on cash limitation.

The 3rd AML Directive provides that high value dealers accepting payment in cash beyond
EUR 15 000 are subject to AML/CFT rules and have to apply CDD requirements. This
obligation applies to any persons trading in goods when the payment is made in cash beyond
EUR 15 000 — but it does not cover services. However, the effectiveness of those measures is
still limited considering the number of STRs. The volume of STR reporting is generally low
because cash transactions are difficult to detect, there are few available information and
dealers may lose their clients for the benefit of competitors applying looser controls. For
those Member States who have put in place CTR, most of the time they are not connected to
any STR and the analysis cannot be conducted (for instance, large sums withdrawn from an
ATM will trigger CTR but no specific suspicion is related to that and the FIU cannot launch
any investigation).

In addition, it may be difficult for a trader in high value goods to design an AML/CFT policy
in the limited events where a cash transaction beyond the threshold takes place (i.e. it is not
the sector in itself which is covered by AML/CFT regime — but only high value dealers faced
with cash transactions beyond a threshold). For this reason, some Member States have
extended the scope to cover certain sectors regardless of the use of cash. Some Member
States have also decided to apply a general cash restriction regime at this threshold to reduce
the risk of ineffective or cumbersome application of CDD rules by high value dealers.
However, it does not mitigate situations of cash intensive business which are based on lower
amount cash transactions — or a repeated number of low amount cash transactions.

In any case, some competent authorities consider that even when cash payment limitations
exist, enforcement of these limitations is very challenging and may limit their impact on TF
activities.

Conclusions: considering that cash payments may engage large transactions speedily
and anonymously, including cross-border, that all sectors may potentially be exposed to
cash payments and even if they are aware that these payments present some risks are
not equipped to mitigate them (either because no framework/controls in place, or
because enforcement of the controls is not efficient), the level of TF vulnerability
related to payments in cash is considered as very significant (level 4).

Money laundering

The assessment of ML vulnerability related to payments in cash shows the following
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features:

(a) risk exposure

The sector shows the same vulnerability to TF as to ML. As for TF, cash payments allow
speedy and anonymous transactions to launder proceeds of ML crime. The level of risk
exposure is very high considering that large sums can also be moved across borders and may
involve high risk customers and/or geographical areas.

(b) risk awareness

Especially LEAs and FIUs have high risk awareness, and so do obliged entities subject to
AML/CFT obligations. Risk awareness of sectors not covered by AML/CFT obligations or
cash limitations obligations remains challenging. Existing literature, especially the Europol
report, points to the blind spot in risk awareness (i.e. the precise use of high value
denominations, difference of issuance between Member States, disconnection with GDP).
There is little, if any, reliable data available on the scale and use of cash by ordinary citizens,
let alone by criminals.

(c) legal framework and controls in place

While cash payment limitations may allow mitigating the level of vulnerability, legal
frameworks in place related to cash payment limitations vary a lot from one Member State to
another and, therefore, controls can potentially be inexistent. From an internal market
perspective, the differences of Member States legislation in cash limitations increases the
vulnerability for the internal market; perpetrators may more easily circumvent controls in
their country of origin by investing cash intensive business in another Member States having
lower/no control on cash limitation.

The volume of reporting is very low because cash transactions are difficult to detect. For
those Member States who have put in place CTR, most of the time they are not connected to
any STR and the analysis cannot be conducted (for instance, large sums withdrawn from an
ATM will trigger CTR but no specific suspicion is related to that and the FIU cannot trigger
any investigation).

In any case, some competent authorities consider that even when cash payment limitations
exist, enforcement of these limitations is really challenging and may limit their impact on
ML activities.

Conclusions: considering that cash payments may engage large transactions speedily
and anonymously, including across border, that all sectors may potentially be exposed
to cash payments and even if they are aware that these payments present some risks
are not equipped to mitigate them (either because no framework/controls in place, or
because enforcement of the controls is not efficient), the level of ML vulnerability
related to payments in cash is considered as very significant (level 4).

Mitigating measures

e The Commission examines launching an initiative to swiftly reinforce the EU
framework on the prevention of terrorism financing by enhancing transparency of
cash payments through an introduction of a restriction of cash payments or by any
other appropriate means. Organised crime and terrorism financing rely on cash
payments for carrying out their illegal activities and benefitting from them. By
restricting the possibilities to use cash, the proposal would contribute to disrupt the
financing of terrorism, as the need to use non anonymous means of payment would
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either deter the activity or contribute to its easier detection and investigation. Any
such proposal would also aim at harmonising restrictions across the Union, thus
creating a level playing field for businesses and removing distortions of competition
in the internal market. It would additionally foster the fight against money
laundering, tax fraud and organised crime.

The Commission will continue to monitor the application of AML/CFT obligations
by dealers in goods covered by the AMLD and further assess risks posed by
providers of services accepting cash payments. It will further assess the added value
and benefit for making additional sectors subject to AML/CFT rules.

Member States should take into account in their national risk assessments the risks
posed by payment in cash in order to define appropriate mitigating measures such as
the introduction of cash limits for payments, Cash Transaction Reporting systems, or
any other measures suitable to address the risk. Member States should consider
making sectors particularly exposed to money laundering and terrorist financing risks
subject to the AML/CFT preventative regime based on the results of their NRA.
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Retail financial sector - deposits on accounts

Product
Deposits on accounts

Secor

Credit and financial institutions

General description of the sector and related product/activity concerned

As far as trends are concerned, according to data from the European Banking Federation®
since 1998, the total stock of deposits in the EU contracted slightly, by 2.4% in 2013, but
returned to a pattern of growth in 2014 (+0.2%). While the contraction in 2013 was
generated in the euro area, the rise from 2014 onwards is only attributable to the euro area
countries where bank deposits expanded by EUR171.3 billion or 1.0%. At the same time,
non-euro area EU countries’ deposits contracted by EUR127.9 billion or 2.4%. In total, the
76.7% of all EU deposits are held by banks headquartered in the euro area. This share has
changed very marginally in the last few years.

Description of the risk scenario

Perpetrators place the proceeds of crime into the financial system through the regulated
credit and financial sector in order to hide its illegitimate origin. Terrorists, supporters or
facilitators place funds from legitimate sources into the financial system with a view of using
it for terrorist purposes.

Money mules mechanisms may be used to transfer proceeds out of the banking sector using
personal accounts either through cybercrime (scamming, fake banking websites etc.), money
value transfer services.

Threat

Terrorist financing

The assessment of the TF threat related to deposits on account /retail banking shows that this
risk scenario concerns both placing funds and withdrawing funds (i.e. deposits on account
and use of this account).

It is frequently used by terrorists but also by relatives/friends and this extends the scope of
the intent and capability analysis. Furthermore, law enforcement authorities have reported
the use of forged or stolen documents by terrorists to open bank accounts. According to
information from competent authorities, foreign terrorist fighters are generally withdrawing
bank accounts' deposits through ATMs located in high risk third countries or conflict zones
in general or in bordering countries. Terrorists outside conflict zones also withdraw funds
through ATMs in order to pay in cash some of the expenses related to their operations. The
source of the funds deposited on bank accounts may come from both legitimate and non-
legitimate origins.

In general, this modus operandi is easily accessible especially when legitimate funds are
used, and thus they do not trigger any suspicion when the bank account is opened. It appears
that terrorist groups do not have specific challenges in hiding the real beneficiary of the
funds or the exact purpose of the transaction (destination of funds) given that they may still
include family members or relatives in the ownership chain. Concerning cash withdrawals, it
may be more challenging if the terrorist organisation cannot access ATM-related to banks in

! http://www.ebf-fbe.eu/publications/statistics/



conflict zones. It requires at least basic planning and basic knowledge of how banking
systems work. At the same time, once executed, cash withdrawals allow cross-border
movements which make this risk scenario rather attractive.

Conclusions: terrorists groups use rather frequently this easily accessible modus
operandi, although it requires some basic knowledge and planning capabilities to
ensure that funds deposited are legitimate. The identity of the beneficiary of funds can
be hidden. This modus operandi is rather attractive for terrorist groups. In that
context, the level of TF threat related to deposits on accounts is considered as
significant/very significant (level 3/4)

Money laundering

The assessment of the ML threat related to deposits on account /retail banking shows that
this risk scenario concerns both placing funds and withdrawing funds (i.e. deposits on
account and use of this account).

It is frequently used by organised crime organisations but also by relatives/close associates
which extends the scope of the intent and capability analysis. Law enforcement authorities
reported a frequent use of this modus operandi since it one of the easiest way to integrate
illicit funds into the financial system. It does not require planning and knowledge of how
banking systems work, and it is low cost. Also complex money laundering cases were
reported with funds deposited on accounts transiting via a chain of complex operations. For
such complex schemes, perpetrators may use available expertise from intermediaries.

Conclusions: the level of ML threat related to deposits on account is considered as very
significant (level 4).

Vulnerability

Terrorist financing

The assessment of the TF vulnerability related to deposits on account /retail banking shows
that as far as the placement and withdrawing of funds is concerned:

(a) risk exposure:

Deposits on accounts represent, by definition, high volumes of products where, in the case of
cash, the origin of funds cannot be always traced. When traced through electronic payments,
the origin of funds might be legitimate. In such case, the use made by those funds may
trigger a link to terrorist activities. When used by terrorist organisations, funds may come
from high risk third countries.

(b) risk awareness:

The risk awareness of credit and financial institutions is quite good due to the fact that the
sector has put in place guidance to detect the relevant red flags on TF. While the sector is
inherently highly exposed to TF risks, it has the adequate tools to detect these risks. This is
confirmed by a good level of reporting. However, CDD and risk indicators are not always
sufficient to detect a link to terrorist activities due to the legitimate origin of the funds. FIUs
and LEAs are also well aware about the vulnerabilities of the sector and are proactively
engaged with the sector. This is confirmed by the typology project launched by the Egmont
group on ISIL. Nevertheless, some weaknesses remain in the supervision aspects.

(c) legal framework and controls
Retail banking services/deposits on accounts (including from cash) are covered by the
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AML/CFT framework since the first AML/CFT legislation at EU level in 1991. Controls in
place are generally considered as efficient. Obliged entities are applying CDD measures
including monitoring and reporting of STRs in an effective way. It is nevertheless important
to mention that new risks and opportunities may emerge with FinTech/RegTech.

Conclusions: although the risk exposure may be considered as quite high (significant
level of transactions), the sector shows a good level of awareness to the risk
vulnerability and is able to put in place the relevant red flags. The legal framework and
controls are the basis of a good level of reporting. In that context, the level of TF
vulnerability related to deposits on accounts/retail banking is considered as moderately

significant (level 2).

Money laundering

The assessment of the ML vulnerability related to deposits on account /retail banking shows
that it shares the same features as the TF vulnerability assessment.

(a) risk exposure:

Deposits on accounts represent, by definition, high volumes of products where in the case of
cash, the origin of funds cannot be always traced. While rather common practice for credit
and financial institutions, deposits represent a high number of operations that may involve
different kind of customers (some may present factors of high risks, either because they are
politically exposed persons or because they are based in areas identified as high risks).

(b) risk awareness:

The risk awareness is quite good due to the fact that the sector has put in place guidance to
detect the relevant red flags on ML. While the sector is inherently highly exposed to ML
risks, it has adequate tools to detect these risks. This is confirmed by a good level of
reporting. FIUs and LEAs are also well aware about the vulnerabilities of the sector and are
proactively engaged with the sector. Nevertheless, some weaknesses remain in the
supervision aspects.

(c) legal framework and controls

Retail banking services provided by financial institutions and cash deposits to credit
institutions are covered by the AML/CFT framework since the first AML/CFT legislation at
EU level in 1991. Controls in place are considered as efficient. It is nevertheless important to
mention that new risks and opportunities may emerge with FinTech/RegTech.

Conclusions: similarly to what has been analysed under the TF vulnerability part,
deposits on accounts are less exposed to ML risks due to the good functioning of the
controls and a good level of awareness from the sector. In that context, the level of ML
vulnerability related to deposit on accounts/retail banking is considered as moderately

significant (level 2).

Mitigating measures

e The Commission proposed to reinforce the Directive (EU) 2015/849 by putting
forward targeted amendments as presented in the Commission's proposal adopted in
July 2016 (see COM(2016)450):

(i) broadening the scope and reinforcing accessibility of beneficial ownership
information for legal entities and legal arrangements. This will also include
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interconnection of beneficial ownership registers at EU level.

(i1) clarifying explicitly that electronic identification means as set out in Regulation
(EU) No 910/2014 ("e-IDAS") can be used for meeting CDD requirements.

The Commission will launch further analysis in order to identify risks and
opportunities in FinTech/RegTech. The Commission FinTech Task Force will assess
technological developments, technology enabled services and business models, will
determine whether existing rules and policies are fit for purpose and will identify
options and proposals to harness opportunities or address possible risks.

The Commission will carry out a study mapping and analysing on-boarding bank
practices across the EU and any next steps will be assessed.

The ESAs should provide updated guidelines on internal governance further
clarifying expectations with regard to the functions of the compliance officer in
financial institutions s. The Commission services will further analyse whether those
guidelines allow a sufficient reinforcement of the position of the AML/CFT —
compliance officer.
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Institutional investment sector - Banking
Product

DeEosits on accounts

Credit institutions - Institutional investment

General description of the sector and related product/activity concerned

The EU asset management sector is composed of two pillars that are complementing each
other. The first pillar comprises the mutual fund industry, the so-called UCITS funds (EUR8
tr of assets under management). The second pillar includes alternative investment funds such
as hedge funds, private equity, venture capital or real estate funds (EURS3 tr of assets under
management).

Description of the risk scenario

Perpetrators are using institutional investors to invest in shares for integration of proceeds,
title of shares to conceal beneficial ownership, frauds for predicate offence (e.g. insider
dealing); brokerage accounts; investment to justify criminal proceeds as profit; predicate
investment fraud. Placement of proceeds by using specialised, high-return financial services.

General comments

This risk scenario should be linked to the one related to institutional investment provided by
brokers. It has been considered that as far as the ML vulnerability is concerned, the level of
risk is higher for brokers.

Terrorist financing

The assessment of the TF threat related to institutional investment- banks (securities, asset
management, and investment) has been considered in conjunction with ML schemes related to
institutional investment in order to hide the illegal origin of the funds. In that context, the TF
threat does not benefit from a separate assessment.

Conclusion: in light of this, the assessment of the TF threat related to institutional
investment through banks is considered as moderately significant (level 2).

Money laundering

The assessment of the ML threat related to institutional investment- banks (securities, asset
management, and investment) shows that criminal organisations do not favour this kind of
risk scenario. Although large amount of funds can be gathered through this process, it is not
easy to access, not financially viable (depends on the quality of investment) and in any case, it
requires knowledge and technical expertise. It is very close to wealth management financial
services. However, perpetrators may have increased intention to use this modus operandi
when they can rely on more complex planning carried out by facilitators for this type of
services.

Conclusions: in that context, the assessment of the ML threat related to institutional
investment through banks is considered as moderately significant (level 2).




Vulnerability

Terrorist financing

The assessment of the TF vulnerability related to institutional investment - banks (securities,
asset management, and investment) has been considered in conjunction with ML schemes
related to institutional investment. In that context, the TF vulnerability does not benefit from a
separate assessment.

Conclusion: in light of this, the assessment of the TF vulnerability related to institutional
investment through banks is considered as moderately significant (level 2).

Money laundering

The assessment of the ML vulnerability related to institutional investment - banks (securities,
asset management, and investment) shows that:

(a) risk exposure:

The inherent risk is potentially high due to the nature of customers. This sector is mostly
exposed to high risk customers including PEPs. The volume of transactions concerned is
significant, also in term of amounts with a high level of cross-border transactions.

(b) risk awareness:

According to FIUs, the level of STRs is quite low in respect to the volume of transactions
concerned. At the same time, financial transactions concerned are more complex and the
suspicious ones are probably less easy to detect by obliged entities. The fact that the service is
provided by a credit institution limits the vulnerabilities given that credit institutions are
obliged to fulfil a number of basic compliance requirements for all activities and apply the
same level of controls whatever the financial services concerned. Nevertheless, based on the
information received, it seems that supervisors could not show a sound understanding of the
operational AML/CFT risks posed by this specific type of business activity.

(c) legal framework and controls:

Institutional investments through banks are covered by AML/CFT requirements at EU level.
However, the quality of this legal framework's implementation is questionable. In the
investment field, the client manager has a vested interest in conducting the business
relationship (reward/salary) and this may lead him/her to margin of complaisance in the
implementation of CDD. It is also important to mention that new risks and opportunities may
emerge with FinTech/RegTech.

Conclusions: the risk exposure is inherently high due to the nature of the customer and
the large amounts linked to the transactions. However, when provided by a bank, the
investment service is quite well framed and controlled. The low level of STRs may be
justified by the fact that due to the complexity of the transaction, few suspicious cases
arose (in general, these transactions are approved by senior manager). In light of this,
the ML vulnerability related to institutional investment provided through banking
institutions is considered as moderately significant (level 2).

Mitigating measures

e The Commission proposed to reinforce the Directive (EU) 2015/849 by putting
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forward targeted amendments as presented in the Commission's proposal adopted in
July 2016 (see COM(2016)450):

(i) broadening the scope and reinforcing accessibility of beneficial ownership information for
legal entities and legal arrangements. This will also include interconnection of beneficial
ownership registers at EU level.

(i1) clarifying explicitly that electronic identification means as set out in Regulation (EU) No
910/2014 ("e-IDAS") can be used for meeting CDD requirements

The Commission will launch further analysis in order to identify risks and
opportunities on FinTech/RegTech. The Commission FinTech Task Force will assess
technological developments, technology enabled services and business models, will
determine whether existing rules and policies are fit for purpose and identify options
and proposals to harness opportunities or address possible  risks.
The Commission will carry out a study mapping and analysing on-boarding bank
practices across the EU and any next steps will be assessed.

Updated guidelines on internal governance further clarifying expectations with regard
to the functions of the compliance officer in financial institutions should be provided
by the ESAs and the Commission will further analyse whether those guidelines allow
the position of the AML/CFT — compliance officer to be sufficiently reinforced.

An analysis of operational AML/CFT risks linked to the business/business model in
the institutional investment sector should be provided by the ESAs. .

Further guidance for the application of beneficial ownership identification for
providers of investment funds, especially in situations presenting a higher risk of
ML/TF should be provided by the ESAs
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Institutional investment sector - Brokers

Deposits on accounts

Investments firms - Institutional investment

General description of the sector and related product/activity concerned

The EU asset management sector is composed of two pillars that are complementing each
other. The first pillar comprises the mutual fund industry, so-called UCITS funds (EURS tr of
assets under management). The second pillar includes alternative investment funds such as
hedge funds, private equity, venture capital or real estate funds (EUR3 tr of assets under
management).

Description of the risk scenario

Perpetrators are using institutional investors to invest in shares for integration of proceeds,
title of shares to conceal BO, frauds for predicate offence (e.g. insider dealing); brokerage
accounts; investment to justify criminal proceeds as profit; predicate investment fraud.
Placement of proceeds by using specialised, high-return financial services.

General comments

This risk scenario should be linked to the one related to institutional investment provided by
banks. It has been considered that as far as the ML vulnerability is concerned, the level of risk
is lower for banks.

Terrorist financing

The assessment of the TF threat related to institutional investment - brokers (securities, asset
management, and investment) has been considered in conjunction with ML schemes related to
institutional investment - brokers. In that context, the TF threat does not benefit from a
separate assessment.

Conclusion: in that context, the assessment of the TF threat related to institutional
investment through brokers is considered as moderately significant (level 2).

Money laundering

The assessment of the ML threat related to institutional investment - brokers (securities, asset
management, and investment) shows that criminal organisations do not favour this kind of
risk scenario. Although large amount of funds can be gathered through this process, it is not
easy to access, not financially viable (depends on the quality of investment) and in any case, it
requires knowledge and technical expertise. It is very close to wealth management financial
services. However, there may be intention when perpetrators can rely on more complex
planning and use facilitators for this type of services.

Conclusions: in that context, the assessment of the ML threat related to institutional
investment through brokers is considered as moderately significant (level 2).




Vulnerability

Terrorist financing

The assessment of the TF vulnerability related to institutional investment-brokers (securities,
asset management, and investment) has been considered in conjunction with ML schemes
related to institutional investment - brokers. In that context, the TF vulnerability does not
benefit from a separate assessment.

Conclusion: the risk exposure is inherently high due to the nature of the customer and
the large amounts linked to the transactions. In addition, when provided by a
broker/asset manager, the level of controls may be less efficient than when provided by a
credit institution. In that context, the TF vulnerability related to institutional investment
provided through brokers/asset managers is considered as significant (level 3).

Money laundering

The assessment of the ML vulnerability related to institutional investment -brokers (securities,
asset management, and investment) shows that:

(a) risk exposure:

The inherent risk is potentially high due to the nature of customers. This sector is mostly
exposed to high risk customers including PEPs. The volume of transactions concerned is
significant, also in terms of amounts with a high level of cross-border transactions.

(b) risk awareness:

According to FIUs, the level of STRs is quite low in respect to the volume of transactions
concerned. At the same time, the financial transactions concerned are complex and the
suspicious transactions are probably less easy to detect by obliged entities. The fact that the
service is provided by a broker affects the level of vulnerabilities which is considered as
higher than the one concerning credit institutions. Competent authorities consider that asset
managers are less equipped than credit institutions to detect suspicious transactions and apply
the lowest controls on this kind of business relationships which constitute, most of the time,
their core business. The competition component is not negligible and some cases have been
identified where brokers accept to apply lower controls to attract more customers. Based on
the information received, it seems that supervisors could not show a sound understanding of
the operational AML/CFT risks posed by this specific type of business activity.

(c) legal framework and controls:

Institutional investments through brokers are covered by AML/CFT requirements at EU level.
However, the quality of this legal framework's implementation is questionable. Competent
authorities considered that the implementation of AML/CFT rules is less efficient for brokers
than for credit institutions. In the investment field, the client manager has a vested interest in
conducting the business relationship (reward/salary) and this may lead him/her to be more
complacent in the implementation of CDD.

Conclusions: the risk exposure is inherently high due to the nature of the customer and
the large amounts linked to the transactions. In addition, when provided by a
broker/asset manager, the level of controls may be less efficient than when provided by a
credit institution. In that context, the ML vulnerability related to institutional
investment provided through brokers/asset managers is considered as significant (level
3).
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Mitigating measures

e The Commission proposed to reinforce the Directive (EU) 2015/849 by putting
forward targeted amendments as presented in the Commission's proposal adopted in
July 2016 (see COM(2016)450):
(i) broadening the scope and reinforcing accessibility of beneficial ownership information for
legal entities and legal arrangements. This will also include interconnection of beneficial
ownership registers at EU level.

(i1) clarifying explicitly that electronic identification means as set out in Regulation (EU) No
910/2014 ("e-IDAS") can be used for meeting CDD requirements

e The Commission will launch further analysis in order to identify risks and
opportunities on FinTech/RegTech. The Commission FinTech Task Force will assess
technological developments, technology enabled services and business models, will
determine whether existing rules and policies are fit for purpose and identify options
and proposals to harness opportunities or address possible risks.

e The Commission will carry out a study mapping and analysing on-boarding bank
practices across the EU and any next steps will be assessed.

e Updated guidelines on internal governance further clarifying expectations with regard
to the functions of the compliance officer in financial institutions should be provided
by the ESAs and the Commission will further analyse whether those guidelines allow
the position of the AML/CFT — compliance officer to be to sufficiently reinforced.

e An analysis of operational AML/CFT risks linked to the business/business model in
the institutional investment sector as well as further guidance for the application of
beneficial ownership identification for providers of investment funds, especially in
situations presenting a higher risk of ML/TF should be provided by the ESAs.

e A sufficient number of on-site inspections that is commensurate to the ML/TF risks
identified should be conducted by supervisors. In this context, supervisors should
assess the implementation of rules with regard to identification of beneficial ownership
(compliance with the BO definition).

e Member States' supervisors should carry out within 2 years, a thematic inspection on
institutional investment, with a particular focus on brokers, except for those that
carried out recently such thematic inspections. The results of the thematic inspections
should be communicated to the Commission.

45



Corporate banking sector

Product
Deposits on accounts

Sector

Credit institutions - Corporate banking

Description of the risk scenario

Perpetrators use cash front businesses to inject proceeds into legal economy using company
accounts with multi-signatories

Threat

Terrorist financing

The assessment of the TF threat related to corporate banking has been considered as in
conjunction with ML schemes related to corporate banking in order to hide the illegal origin
of the funds. In that context, the TF threat does not benefit from a separate assessment.

Conclusions: this modus operandi is used by criminals and, from LEAs perspective,
requires only moderate levels of knowledge and expertise. In that context, the level of TF
threat related to corporate banking is considered as significant (level 3).

Money laundering

The assessment of the ML threat related to corporate banking shows that this risk scenario has
been recurrently used for ML schemes. While it requires more sophistication than the retail
financial sector, depending on the financial service concerned, this level of sophistication is
lowered (for instance, personal documentation is required only if there is demand for a credit
loan). Nevertheless, given the level of sophistication that corporate banking operations
require, in general the conduct of money laundering activities should involve the complicity
of financial/legal intermediaries that shall be paid for their "services". This is a parameter that
may have an impact on the intent component.

Conclusions: this modus operandi is used by criminals and, from LEASs perspective,
requires only moderate levels of knowledge and expertise. In that context, the level of
ML threat related to corporate banking is considered as significant (level 3).

Vulnerability

Terrorist financing

The assessment of the TF vulnerability related to corporate banking has been considered as in
conjunction with ML schemes related to corporate banking. In that context, the TF
vulnerability does not benefit from a separate assessment.

Conclusions: the level of TF vulnerability related to corporate banking is considered as
moderately significant (level 2).




Money laundering

The assessment of the ML vulnerability related to corporate banking shows that:

(a) risk exposure:

The inherent risk is potentially high due to the nature of customers. Indeed, corporate banking
is, by definition, used by companies where the identification of the beneficial owner
constitutes a particular point of vulnerability. The structure of the business relationship (more
complex) and the transactions concerned (larger amounts than in retail payments) as well as
the risk linked to forged documentation affect the level of risk exposure.

(b) risk awareness:

The sector appears quite aware of its risks. It has developed tools in order to trigger adequate
red flags. FIUs have confirmed this element mentioning that a high number of STRs was
received on this matter. Based on the information received, it seems that supervisors could not
show a sound understanding of the operational AML/CFT risks posed by this specific type of
business activity.

(c) legal framework and controls:

Corporate banking is covered by AML/CFT requirements at EU level. This framework is
considered as satisfactory as the one covering other financial activities undertaken by credit
institutions. It is also important to mention that new risks and opportunities may emerge with
FinTech/RegTech.

Conclusions: corporate banking presents some vulnerability due to customers' risk
factors. However, the legal framework in place is considered as adapted to these
vulnerabilities and credit institutions involved in corporate banking activities are aware
of the ML risks and equipped to address them. In that context, the level of ML
vulnerability related to corporate banking is considered as moderately significant (level
2).

Mitigating measures

For the Commission
e The Commission proposed to reinforce the Directive (EU) 2015/849 by putting
forward targeted amendments as presented in the Commission's proposal adopted in
July 2016 (see COM(2016)450):
(i) broadening the scope and reinforcing accessibility of beneficial ownership
information for legal entities and legal arrangements. This will also include
interconnection of beneficial ownership registers at EU level.

(ii) clarifying explicitly that electronic identification means as set out in Regulation
(EU) No 910/2014 (""e-IDAS") can be used for meeting CDD requirements

e Launching further analysis in order to identify risks and opportunities on
FinTech/RegTech. The Commission set up a FinTech Task Force with the objective of
assessing technological developments, technology enabled services and business
models, determine whether existing rules and policies are fit for purpose and identify
options and proposals to harness opportunities or address possible risks.

e The Commission will carry out a study mapping and analysing on-boarding bank
practices across the EU and any next steps will be assessed.
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For the European Supervisory Authorities

ESAs to provide for updated guidelines on internal governance further clarifying
expectations with regard to the functions of the compliance officer in financial
institutions. The Commission will further analyse whether those guidelines allow the
position of the AML/CFT — compliance officer to be sufficiently reinforced.

In the context of the update of the Joint Committee of the ESAS' joint opinion on risks
of ML and TF ESAs should provide an analysis of operational AML/CFT risks linked
to the business/business model in the corporate banking sector.

For competent authorities/self-requlatory bodies

Authorities/self-regulatory bodies should provide training sessions and guidance on
risk factors with specific focus on non-face-to-face business relationships; off-shore
professional intermediaries or customers or jurisdictions; complex/shell structures.
Self-regulatory bodies/competent authorities should conduct thematic inspections on
how beneficial owner identification requirements are implemented.

Annual reports on the measures carried out to verify compliance by these obliged
entities with their obligations related to customer due diligence, including beneficial
ownership requirements, suspicious transaction reports and internal controls.

Member States should put in place some mechanisms to ensure that the creation of
structures should be carried out under control of a professional (obliged entity), who
should have to develop their due diligence.

Member States should put in place some mechanisms allowing competent authorities
and FIUs to identify the situations where:

(i) for legal entities: obliged entities have identified the senior manager as the
beneficial owner, instead of the natural person who ultimately owns or controls the
legal entity through direct or indirect ownership. In such case, obliged entities should
keep record of any doubt that the person identified is the beneficial owner.

(i) for legal arrangements: obliged entities should identify cases where the settlor,
trustee, protector, beneficiaries or any other natural person exercising ultimate control
over the trust involve one or several legal entities. In such cases, the obliged entities
should also identify the beneficial owner of these legal entities.

Member States should put in place mechanisms to ensure the information held in
central beneficial ownership register is verified on a regular basis. For this purpose, a
national authority should be designated to collect and check the information on the
beneficial owner. This national authority should receive from obliged entities any
discrepancy that would be found between the beneficial ownership information held in
the registers and the beneficial ownership information collected as part of their
customer due diligence procedures. Where such discrepancies are not sufficiently
justified by the legal structure or the legal arrangement, the national authority should
provide for adequate pecuniary and/or administrative sanctions.

Member States should ensure that services providers related to advice to undertakings
on capital structure, industrial strategy and related questions and advice as well as
services relating to mergers and the purchase of undertaking are properly regulated
and supervised at national level and comply with their obligations on beneficial
ownership.
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Private banking sector

Product
Deposits on accounts

Sector

Credit institutions- Private banking and wealth management

Description of the risk scenario

Perpetrators are using private banking and wealth management for investing in shares for
integration of criminal proceeds, title of shares to conceal BO, frauds for predicate offence
(e.g. insider dealing); brokerage accounts; investment to justify criminal proceeds as profit;
predicate investment fraud. Placement of proceeds by using specialised, high-return financial
services.

General comments

For this risk scenario, financial services concern high value investments and not the
investments done by individuals in retail services.

Terrorist financing

The assessment of the TF threat related to private banking (wealth management) has not
been considered as relevant. In that context, the TF threat is not part of the assessment.

Conclusions: non relevant

Money laundering

The assessment of the ML threat related to private banking (wealth management) shows that
this sector is used in connection with the following predicate offences: corruption and drug
trafficking, fraud and tax evasion. This reduces the "scope™ of organised crime organisations
that may rely on this risk scenario. It requires some level of expertise that makes it not so
easy to access and not very attractive (not financially viable). In particular, when dealing
with private banking, the service is quite "high cost" (need of sufficient funds to access this
financial service) and the business relationship less easy to establish.

Conclusions: from the above, the ML threat related to private banking is considered as
moderately significant/significant (level 2- 3)

Vulnerability
Terrorist financing

The assessment of the TF vulnerability related to private banking (wealth management) has
not been considered as relevant. In that context, the TF vulnerability is not part of the
assessment.

Conclusions: non relevant
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Money laundering

The assessment of the ML vulnerability related to private banking (wealth management)
shows that:

(a) risk exposure:

Private banking is generally exposed to high profile customers with a bigger risk appetite
(PEPs in particular). It presents a higher geographical risk via establishment of branches in
some third countries that do not have necessarily equivalent AML/CFT regimes to the EU
AML/CFT framework.

(b) risk awareness:

According to FIUs, private banking is characterised by a very low (almost inexistent) level
of STRs. As for investments services, institutions are sometimes competing between their
commercial objectives and the need to fight against ML. The competition component is not
negligible. It is worth mentioning that in this sector, the risk assessment is not always precise
enough to ensure that the sector is aware of its risks, in particular risks linked to fraud and
tax evasion. The supervision of activities at cross-border level is not considered as adequate.
Based on the information received, supervisors could not show a sound understanding of the
operational AML/CFT risks posed by this specific type of business activity.

(c) legal framework and controls:

Private banking is covered by AML/CFT requirements at EU level. Competent authorities
consider that controls in place are not efficient. They explain this weakness by the fact that
the quality of the controls depend on the financial culture of a country and that the
understanding of the risks posed by this sector is not the same from one Member State to
another. It is also important to mention that new risks and opportunities may emerge with
FinTech/RegTech.

Conclusions: large amounts of transactions concerned and the fact that it implies high
risk customers (PEPs) and potentially high risk areas (third countries with branches),
the risk exposure is quite high. The low level of STRs shows that the controls in place
are not necessarily adequate. However, there is a legal framework which establishes the
basics of AML/CFT requirements. In that context, the level of ML vulnerability related
to private banking is considered as significant (level 3).

Mitigating measures

For the Commission

e The Commission proposed to reinforce the Directive (EU) 2015/849 by putting
forward targeted amendments as presented in the Commission's proposal adopted in
July 2016 (see COM(2016)450):

(i) broadening the scope and reinforcing accessibility of beneficial ownership
information for legal entities and legal arrangements. This will also include
interconnection of beneficial ownership registers at EU level.

(i) clarifying explicitly that electronic identification means as set out in Regulation
(EU) No 910/2014 (""e-IDAS") can be used for meeting CDD requirements

e Launching further analysis in order to identify risks and opportunities on
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FinTech/RegTech. The Commission set up a FinTech Task Force with the objective
of assessing technological developments, technology enabled services and business
models, determine whether existing rules and policies are fit for purpose and identify
options and proposals to harness opportunities or address possible risks.

The Commission will carry out a study mapping and analysing on-boarding bank
practices across the EU and any next steps will be assessed

For the European Supervisory Authorities (ESAS)

ESAs to provide for updated guidelines on internal governance further clarifying
expectations with regard to the functions of the compliance officer in financial
institutions. The Commission will further analyse whether those guidelines allow the
position of the AML/CFT — compliance officer to be sufficiently reinforced.

In the context of the update of the Joint Committee of the ESAS' joint opinion on
risks of ML and TF, ESAs should provide an analysis of operational AML/CFT risks
linked to the business/business model in the private banking sector.

For competent authorities

Member States should ensure that supervisors conduct a sufficient number of on-site
inspections that is commensurate to the ML/TF risks identified. In this context,
supervisors should assess the implementation of rules with regard to identification of
beneficial ownership (compliance with the BO definition).

Member States' supervisory authorities should carry out a thematic inspection on
private banking within 2 years, except for those that carried out recently such
thematic inspections. The results of the thematic inspections should be
communicated to the Commission.
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Crowdfunding

Crowdfunding

Sector

Crowdfunding platforms

General description of the sector and related product/activity concerned

Crowdfunding refers to an open call to the public to raise funds for a specific project.
Crowdfunding platforms are websites that enable interaction between fundraisers and
individuals interested in contributing financially to the project. Financial pledges can be
made and collected through the platform.

The different business models that are used by crowdfunding platforms can be grouped into

the following broad categories:

e Investment-based crowdfunding: Companies issue equity or debt instruments to crowd-
investors through a platform.

e Lending-based crowdfunding (also known as crowdlending, peer-to-peer or marketplace
lending): Companies or individuals seek to obtain funds from the public through
platforms in the form of a loan agreement.

e Invoice trading crowdfunding: a form of asset-based financing whereby businesses sell
unpaid invoices or receivables, individually or in a bundle, to a pool of investors through
an online platform.

e Reward-based crowdfunding: Individuals donate to a project or business with
expectations of receiving in return a non-financial reward, such as goods or services, at a
later stage in exchange of their contribution.

e Donation-based crowdfunding: Individuals donate amounts to meet the larger funding
aim of a specific charitable project while receiving no financial or material return.

e Hybrid models of crowdfunding: Combine elements of the other types of crowdfunding.

In a study commissioned by the Commission and published on 30 September 20157, data
coverage from crowdfunding platforms across the EU was approximately 68% by EUR
volume of the estimated total market size for the time period under consideration (2013-14).3
Data covered loans, equity, rewards, donations and other crowdfunding models. As at 31
December 2014, 510 live platforms were active in the EU and 502 platforms were located in
22 Member States. Most platforms were located in the United Kingdom (143), followed by
France (77) and Germany (65). The majority of platforms were involved in reward-based
crowdfunding (30%), followed by platforms involved in equity crowdfunding (23%) and
loan-based crowdfunding (21%).

2 https://ec.europa.eu/info/sites/info/files/crowdfunding-study-30092015_en.pdf
* Coverage of both loans crowdfunding and equity crowdfunding was estimated at 81%.
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Project data from the platforms amounted to a total of EUR 2.3 billion successfully raised in
2013-14.* The largest single projects raised EUR 6.1 million (equity) and EUR 5.0 million
(loan). This compares with EUR 5 trillion of domestic outstanding bank loans to non-
financial corporations in the EU at the end of 2014. Across the EU between 2013 and 2014,
amounts raised through equity crowdfunding platforms grew by 167%, and amounts raised
through loan crowdfunding platforms grew by 112%.

In 2014 the average amount raised was EUR 260 000 for equity crowdfunding and EUR 11
000 for loan crowdfunding. The average size of offers seems to be increasing. For example,
the average amount raised through equity platforms grew by 21% (from EUR 215 000 to
EUR 260 000).

Crowdfunding is an EU-wide phenomenon, as crowdfunding projects were identified in
every Member State in 2013-14. However, there are significant differences in levels of
activity between Member States. For equity crowdfunding projects located in the EU
covered by the study, in 2013-14 the United Kingdom was the largest market by total
amount raised (EUR 69 million), followed by France (EUR 14 million) and Germany (EUR
11 million). For loans crowdfunding projects covered by the study, in 2013-14 the United
Kingdom was by far the largest market with EUR 1.6 billion, followed at a distance by
Estonia (EUR 17 million) and France (EUR 12 million).

Cross-border project funding within the EU was EUR 102 million in 2013-14, less than 5%
of total funding raised, of which EUR 15 million in cross-border financial return-based
transactions.” However, it is likely that these amounts understate the true level of cross-
border activity, as they only account for situations where the platform and the project are
located in two different Member States (thus excluding situations where the provider of
funds and the platform are located in two different Member States).

As far as the EU AML/CFT framework is concerned, it is not generally applicable to
crowdfunding platforms as such - but it is applicable to specific types of crowdfunding
services depending on the Business Models. According to the ESMA® Directive 2005/60/EC
applies to firms including credit institutions and financial institutions, the latter including
MIFID investment firms, collective investment undertakings and firms providing certain
services offered by credit institutions without being one (including lending, money
transmission, participation in securities issues and related services). As many platforms are
currently operating outside the scope of MiFID they would not be automatically captured by
the 3AMLD. However, the definition of ‘financial institution’ also includes those carrying
out money transmission, participation in securities issues and the provision of services
related to such issues, and safekeeping and administration of securities. Depending on the
business model, this could capture some crowdfunding platforms. In addition, in the context

* Given the market coverage of the study, it can be estimated that a total of approximately EUR 3.4 billion was
raised through crowdfunding across the European Union during 2013 and 2014 taken together, and EUR 2.2
billion was raised through equity and loans crowdfunding.

® Given the market coverage of the study, a total of approximately EUR 150 million of cross-border project
funding can be estimated for the EU in 2013-14, of which EUR 19 million of equity and loans crowdfunding.
®https://www.esma.europa.eu/sites/default/files/library/2015/11/2014-1378_opinion_on_investment-
based_crowdfunding.pdf
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of its analysis of risks and risk drivers of lending-based crowdfunding, ESMA identified
money laundering risks as one of those’.

Description of the risk scenario

Perpetrators can create platforms to collect/accumulate funds and transfers them abroad for
ML purposes or to finance terrorist attacks. This can be done by creating crowdfunding
platforms directly linked to financial institutions or left to private initiatives on the internet.
Crowdfunding platforms are set up under fictitious projects in order to allow collection of
funds which are then withdrawn within the EU or transferred abroad. This could be used
either to collect funds from legitimate sources for the purpose of terrorist financing — or to
collect illicit funds from criminal activities using anonymous products.

Perpetrators post messages on the internet asking for donations in the form of prepaid mobile
phone cards which are sold to raise funds; direct requests on Internet (via Tweeter) for
specific amounts used ultimately for the purchase of illicit products.

Social media misuses (the so called “crowdsourcing™) are another kind of risk scenario.
Terrorists groups in particular have made use of social media and other online and mobile
platforms to obtain funds which are channelled afterwards through different means of
payment. This type of crowdsourcing is not further analysed in this fiche.

Terrorist financing:

Terrorist groups may have the intent to use the crowdfunding techniques to collect funds.
Open sources information indicated that some cases were identified with regard to recent
terrorist attacks. There are overall few cases where they have been used, and it covers
usually smaller funds. Crowdfunding does not necessarily allow large amounts of funds to be
raised which makes this risk scenario less attractive. In addition, suspicious activities are
quite easier to detect and may deter terrorist groups from using this modus operandi as it is
not the most secure option. However, if perpetrators invest more consequent planning, they
could enable them to set up collection platforms allowing for more anonymous operations
(use of strawmen or relatives) — which makes it more attractive.

Conclusions: there are some indicators that terrorist groups have used crowdfunding.
It is not financially viable to raise or channel large amounts. It may be rather insecure
compared to other types of services, or it requires more planning in order to hide the
illicit intent. In that context, TF threat related to crowdfunding is considered as
moderately significant (level 2).

Money laundering

The assessment of the ML threat related to crowdfunding shows that there is little to no
evidence or indicators that criminals have used it to launder proceeds of crime. There are
situations where criminals set up a company which is then used for crowdfunding activities
but this requires some expertise and it can be costly. One case identified concerned a
complex Ponzi scheme, using scam and fake projects. This confirms that this scenario is
difficult to access and requires having access to payment processes